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InfONOtary 3A NMPEAOCTABSAHE HA KBAJIM®OULIMPAHU YCITIYTU 3A
YAOCTOBEPSAABAHE HA BPEME

1. BDBbBEAEHME

Hactosawms  pgokymeHt  TOJIMTUKA  3A  TIPEAOCTABAHE  HA
KBAJTMOUNLUNPAHWU YCITYTW 3A YOOCTOBEPSIBAHE HA BPEME Ha [ocTaBumka
Ha ynoctoseputenHu ycnyrn MHOOHOTAPU EAL (MonuTtukata) € M3roTBeH B
cboTBeTcTBUE C PernameHT (EC) N2 910/2014 Ha EBponeickust napnaMeHT 1 Ha
CoBeta oT 23 tonm 2014 roguMHa OTHOCHO efleKTpOHHaTa maeHTUdUKaums u
YAOCTOBEPUTENHUTE YCYTU NPU eNeKTPOHHWN TPaHCAKUMKN Ha BbTPELIHMS na3ap
M 3a oTMAHa Ha [AupektmBa 1999/93/EO (PernameHt (EC) 910/2014) n
NPWIOXMMOTO 3aKOHOAATesNCcTBO Ha Penybnuka bwarapua n ce nos3oBaBa Ha
LenmMTe WM Ha 4acT OT cregHuTe obLonpueTn MeXAyHapoAHW CTaHAApTU U
cneumdurkaumnu:

> EN 319 401 v2.1.1 General Policy Requirements for Trust Service
Providers;

» ETSI EN 319 421, Policy and Security Requirements for Trust Service
Providers issuing Time-Stamps

» ETSI TS 102 023 v.1.2.1 Policy Requirements for time-stamping
authorities

> EN 319 411 Policy and security requirements for Trust Service
Providers issuing certificates

> 319 411-1 v1.1.1: General requiremenTs;

> IETF RFC 3161 (2001): "Internet X.509 Public Key Infrastructure:
Time-Stamp Protocol (TSP)";

» IETF RFC 5816 ESSCertIDv2 Update for RFC 3161

> RFC 3647: Internet X.509 Public Key Infrastructure — Certificate
Policies and Certification Practices Framework.

OcHoBHaTa uen Ha [llonuTuMkaTta, € 4Ype3 onucaHuMe Ha npasuniaTa wu
nonutukute, konto MHOOPHOTAPU EA/l e BbBena v cbbniogasa npu nsgasaHe
N BanMauMpaHe Ha KBanuduUUMpaHW enekTpoHHW BpPeMeBM Meyata, Aa rm
Hanpasu Ny6nn4yHM 3a noTpebuTtenuTe M Aa NpeaocTaBuM CPeAacTBa 3a BCUYUKM
3aMHTEpPEeCYBaHWN CTpaHM 3a YCTAHOBSIBAHE Ha CbOTBETCTBMETO Ha AEMHOCTTA Ha
[octaBumka C pasnopeabute n usmnckeaHusaTa Ha PernameHt (EC) 910/2014,
NPWIOXMMOTO 3aKOHOAATENCTBO Ha Penybnvka bbnrapus n Ha HageXxaHocTTa
M CUIYpPHOCTTA Ha OCbLUECTBABaHaTa yA0CTOBEPUTENHA AENHOCT.

Monutukata e nybnuyeH OOKYMeHT, paspaboTeH B cboTBeTCTBME ETSI
EN 319 421.

2. YnpasBseHMe Ha yaAoCTOBepuTesiHaTa MNOJIMTUKA Ha
AocTtaBumnka

YpocTtoBepuTenHata nonuTtuka Ha [loctaBumka ce onpegensT ot CbBeTa
Ha ampektopuTe Ha “MIHOOHOTAPU" EALL.
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YAOCTOBEPSAABAHE HA BPEME

Bcnukn npoMenn, peaakumm n AOMbAHEHNS Ha HacToswaTa MNMonutuka ce
npuemat oT CbBeTa Ha aupekTopute Ha “MHOOHOTAPU” EAL.

HoBuTe BEpcMM Ha OKYMEHTa ce NybnuKyBaT c/ief HEroBoTo 006peHne
B [IOKYMEHTHUSI perncTbp Ha [loctaBumka M € Ny6nanmyHoO AOCTbMEH HA adpec:
http://repository.infonotary.com u https://repository.infonotary.com.

BcMukn KomeHTapu, 3anuTBaHWA 3a MHd)OpMaLI,Mﬂ N pasdaCHEHUA nNo
HacToswaTa MNMonutukaTta morat aa 6vaar OTnpaBsAHN Ha aApecC.

“"MHOOHOTAPU” EAL]
1000 Codms, bbnrapus
yn. “MBaH Ba3zos” N216
Ten:+359 2 9210857
e-mail: legal@infonotary.com
URL: www.infonotary.com
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YAOCTOBEPSAABAHE HA BPEME

3. TEPMWHU N CbKPALLEEHUA

BanunagupaHe

[aHHK 3a BanuaupaHe

AaHHu 3a naeHTUdMKaALMA Ha Mla

[aHHKX 3a cb3laBaHe Ha eJIeKTPOHEH
neyar

[oBepsiBaLla ce CTpaHa

[ocraBunk Ha KBanudUUUpaHm
YAOCTOBEPUTEJIHU YCNYTUn

EnexkTpoHeH BpeMeBM nevyaTt

EnekTpoHeH AOKYMEHT

KBanuduumpaH eneKkTrpoHeH BpeMeBuU
neyar

Mpoueca Ha NpoBepKa M NOTBbPXXAABAHE Ha
Ba/IMAHOCTTA HA ENEKTPOHEH NOAMMUC UK
fneyar.

JlaHHKW, KOUTO Ce M3MOoN3BaT 3a BannaMpaHe
Ha eNIeKTPOHEH MOAMNUC UK ENEKTPOHEH
neyar.

Habop oT AaHHK, KOMTO MO3BONSABAT Aa Ce
YCTaHOBW CaMOJIMYHOCTTA Ha (PU3NYECKO MK
IOPUANYECKO NULIE, UM HA PU3NYECKO NuLIe,
NpeacTaBnsBaLLO PUANYECKO NIULIE.

YHWKanHU AaHHKW, KOUTO Ce U3Mon3eaT oT
Cb3AaTens Ha €JIEKTPOHHUA NeYaT 3a
Cb34aBaHETO Ha €NEKTPOHEH NeYvaT

®U3NYECKO UNK IOPUANYECKO NLE, KOETO
pasyuTa Ha eNeKTPOHHA MAEeHTUdMKaUMS Um
yOooCTOBEpUTENHA yCnyra.

JloCTaBYMK Ha yAOCTOBEPUTENHU YCIyTH,
KOWTO NpeaocTaBs eaHa Unm noeeye
KBanMb1uMpaHu yA0CTOBEPUTENHU YCIYTU U e
nony4nn KBanuduumpaHus cn cTaTyT oT
HaA30peH OpraH.

[aHHW B enekTpoHHa opMa, KOUTO CBbp3BaT
ApYru AaHHW B enleKTpoHHa dopma ¢
KOHKpEeTeH MOMEHT BbB BPEMETO U
npeacTaBnsBaT AOKA3aTeNCTBo, Ye
nocnegHvTe AaHHW Ca CbLLeCTBYBau B
CbOTBETHUS MOMEHT.

Bcsiko cbabpXxaHue, CbXpaHsiBaHO B
€neKTpoHHa ¢opMa, no-creumasnHo TeKCTOBM
WNK 3BYKOB, BU3YyaneH UM ayamo-BusyaneH
3anuc.

EnekTpoHeH BpeMeBM neyar, KOMTO oTroesaps
Ha cneaHnuTe U3NCKBaHUA:

a) obBbp3Ba AaTaTa U yaca C AaHHUTE Mo
HauuH, KOMTO A0 ronisiMa cTerneH U3KIYBa
Bb3MOXXHOCTTa 32 He3abensi3aHa NpoMsiHa Ha
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YAOCTOBEPSAABAHE HA BPEME

KPC

NMUH

MpaxTuka

Monutuka

PernameHr

YpaocroBepsiBaHe Ha aBTE@HTUYHOCT

YpocroBepuTtenHa ycnyra

JlaHHUTE;

6) ocHOBaBa Ce Ha M3TOYHMK Ha TOYHO BPEME,
CBbP3aH C KOOPAMHUPAHOTO YHUBEPCAHO
BPEME; U

B) MOANWUCAH € C YCbBbPLUEHCTBAH €/IEKTPOHEH
NOAMUC UNK e noaneYyaTaH C YCbBbpLIEHCTBaH
€MeKTPOHEH NeyaT Ha AO0CTaBYMK Ha
KBanMdUUMPaHW yYAOCTOBEPUTENHW YCIYTK
WK C ApYr PaBHOCTOEH MeToA.

Komucus 3a perynupaHe Ha CcboblueHusTa
MNepcoHaneH UaeHTudukaumnoHeH Homep

MpakTuka Npu npegocTaBsHe Ha
KBanMduUUMpaHn yaoCcToOBEPUTENHN YCIYTK
InfoNotary Qualified CPS

MonuTuka 3a NpefoCTaBsiHE Ha
KBanmb1uMpaHu yciyru 3a yaocToBepsiBaHe
Ha BpeMe.

PEFNAMEHT (EC) N2 910/2014 HA
EBPOMEMNCKMS MAPJIAMEHT W HA CbBETA ot
23 tonm 2014 rogmMHa OTHOCHO efleKTpoHHaTa
naeHTudmKaumsa n yaocToBepUTENTHUTE YCIyrn
Npu eneKTpOHHU TPAHCAKLUMKN Ha BbTPELLHUS
nasap v 3a oTMaHa Ha [lupekTunsa
1999/93/EO.

EnekTpoHeH npouec, KOMTO NO3BONsBa
efleKTpoHHaTa naeHTudmKauma Ha Gusnyecko
WU 10pUaNYECKO TMLE UK NOTBbPXKAABAHETO
Ha npou3xoAa U LUenocTTa Ha AaHHU B
eneKkTpoHHa dopma.

EnekTpoHHa ycnyra, 0bMKHOBEHO
npeaocTaBsiHa cpelly Bb3HarpaxaeHue, KosTo
ce CbCTOoM B:

- Cb3[daBaHeTo, NpoBepKaTa u
Ba/IMAMPAHETO Ha €NTEKTPOHHU
MOAMNMCH, ENEKTPOHHU NeYaTn uu
€1eKTPOHHM BPEMEBW NevaTy, yCyru
3a eNIeKTPOHHa NpenopbYaHa nowa,
KaKTO W yAOCTOBEPEHUS, CBbP3aHM C
TE3M YCNYrn; Unm

- Cb3[daBaHETO, NpoBepKaTa u
Ba/IMAMPAHETO Ha YAOCTOBEPEHUS 3a
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3A NMPEAOCTABSAHE HA KBAJIM®OULIMPAHU YCITIYTU 3A

YAOCTOBEPSAABAHE HA BPEME

Pernament GDPR

ABTEHTUYHOCT Ha yebCcalT; unm

- CbXpaHSIBaHETO Ha EJIEKTPOHHM
NoAnucK, NeYaTn UM yAoCTOBEPEHHS,
CBbP3aHM C TE3U YCITYTW.

PernamenT (EC) 2016/679 Ha EBponeickus
napnameHT 1 Ha CbBeTa oT 27 anpun 2016
roAMHa OTHOCHO 3aliMTaTa Ha dusnyeckute
/Mua BbB Bpb3Ka C 06paboTBaHETO Ha JINYHU
JaHHM U OTHOCHO CBOBOAHOTO ABMXKEHME Ha
TaKuBa JaHHW U 3@ OTMsIHA Ha [upekTnBa
95/46/EO (O6w pernaMmeHT OTHOCHO 3awmTaTa
Ha JaHHWTE)

CbKPALLEHUA

ASN.1 Abstract Syntax Notation One — A6cTpakTteH
€31K 3a OnuncaHne Ha obekTu B
YAOCTOBEPEHUSITA

CA Certification Authority — YaocTtoBepsiBall opraH

CC Common Criteria — 06wy kputepum

CEN European Committee for Standardization -
EBponeiicku cTaHaapTU3aLMOHEH KOMUTET

CENELEC European Committee for Electronic
Standardization - EBponeickun koMuTeT 3a
€/1eKTpoTEXHNYECKa CTaHAapTU3aums

CcpP Certificate Policy — NMonuTtuka 3a npegocTaBsiHe
Ha YAOCTOBEPUTENTHWN YTy

CPS Certification Practice Statement — NpakTtuka
npv NpPeaocTaBsHe Ha YAOCTOBEPUTENHM YCNyrn

CRL Certificate Revocation List — Cnncbk Ha
CNpeHnTe 1 NpekpaTeHn YA0CTOBepeHUs

DN Distinguished Name — YHuKanHo nme

ETSI European Telecommunications Standards
Institute - EBponeickun MHCTUTYT 3a
TeNeKOMYHNKaLUMOHHM CTaHAapTH

Crp. 7 o1 39
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EU

FIPS

IEC

ISO

LDAP

oID

ocCspP

PKCS

PKI

RSA

SHA

SSL

URL

European Union - EBponeicku cbio3

Federal Information Processing Standard —
depepaneH ctaHaapT 3a 06paboTka Ha
nMHdopMauus

International Electrotechnical Commission -
MexxayHapoaHa eNnekTPOTEXHUYECKA KOMUCHKS

International Standardization Organization -
MexayHapoaHa opraHusaums 3a
CTaHAapTM3aums

Lightweight Directory Access Protocol —
MpoToKoN 3a ONPOCTEH AOCTBMN A0 PEMUCTLP

Object Identifier — MpeHTUdKUKaTOP Ha 06eKT

On-line Certificate Status Protocol — MpoTokon
3a NpoBepKa Ha CTaTyca Ha YAOCTOBEpEeHUs B
peasiHo BpeMe

Public Key Cryptography Standards —
Kpuntorpacdcku cTaHAapT 3a NpeHoC Ha
nyénuueH kaou

Public Key Infrastructure — HdpacTpykTypa Ha
nyénuyHuns KoY

Registration Authority — Perncrpupaly, oprax

Rivest-Shamir-Adelman — KpunTtorpadcku
anropuTbM 3a Cb3AaBaHe Ha Moanuc

Secure Hash Algorithm — Xeww-anroputsbmM 3a
N3BNYAHE Ha Xew-naeHTuduKaTop

Secure Socket Layer — CurypeH kaHan 3a
npeaasaHe Ha JaHHU

Uniform Resource Locator — EanHeH pecypceH
nokartop
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YAOCTOBEPSAABAHE HA BPEME

4. OCHOBHM NMOJIOXXEHUA

4.1.1. locTaBYUK Ha YAOCTOBEPUTEJIHU YCIYIU

NHOOHOTAPU EALl e [locTaBYMK Ha KBanuduumMpaHu yaOCTOBEPUTESTHU
ycnyrn  cbrnacHo Pernament (EC) N2 910/2014 mn e C npepocTtaeeH
KBanMduuUMpaH CTaTyT OT HauMOHanHWs Haa30pHWS opraH npu npeasuaeHuTe
B PernameHT N2 (EC) 910/2014 ycnoBusi 1 B CbOTBETCTBME CbC HALMOHAMHOTO
npaso.

NHOOHOTAPU EA/[l e TbproBCKO APY)XECTBO, BMUCaHO B TbproBCKUSA
perncTbp npu AreHums rno enuceaHusaTa ¢ EMK 131276827. [Apy>XeCcTBOTO € CbC
ceganvuie n agpec Ha ynpasneHue B rp. Codwus, yn. ,MBaH Ba3zos" N216,
TeneoH  3a KOHTAKT: +359 2 9210857, wuvHTepHeT  apjpec:
http://www.infonotary.com. [lpy>XecTBOTO Wu3Mon3Ba B CBOSITA TbpProBcka
AEVHOCT 3amna3eHaTa TbproBcka Mapka Ha InfoNotary.

Kato «kBanudwuumpaH poctaBumk WHOOHOTAPU EA wm3BbpLuBa
YAOCTOBEPUTENTHN AEMHOCTU U NPeAoCTaBs KBanuduuMpaHu yAOCTOBEPUTENTHU
yCnyru 3a yaocTtoBepsiBaHe Ha BpeMe ype3 OpraH 3a yA0CToBepsiBaHE Ha BpeMe
(InfoNotary Qualified TimeStamping Service).

OpraHa 3a Yy[OOCTOBepsiBAHE Ha BpeMe Ha [locTaBuMka wW3aaBa
KBaNMMULMPAHN ENEKTPOHHU BPEMEBM MeyaTh, 4pe3 KOUTo noTpebutenute
(A6oHaTM Ha [ocTaBuvMka M TpeTu [AoBepsiBallM Ce CTpaHW) MoraT Aa
YAOCTOBEPAT BPEMETO 3a MPECTABAHE HA ENEKTPOHEH [IOKYMEHT, MOAMNMCBaHe
Ha AOKYMEHT UMM TPaH3aKLMS C eIEKTPOHEH MOANUC U ap.

Mpu ocCbliecTBsSBaHE Ha AENHOCTUTE MO M34aBaHe M ynpaBfeHue Ha
KBanndunumpaHn enekTpoHHu BpemeBu nedvatn, MHOOHOTAPU EA/[ npwunara
BHeapeHuTe B ApyxecTtBoTo Cuctema 3a ynpasneHue, ceptuduumpaHa no
crangapta ISO/IEC 9001:2008 1 Cuctema 3a ynpasneHue cepTuduumpaHa no
craHgapTa ISO/IEC 27001:2013.

Crp. 9 ot 39
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4.1.2. UMeHyBaHe n naeHTuMKaumsa Ha AOKYMEHTa

[okymeHTa ,MonuTuka 3a npepocTtaBsHe Ha KBanuuUUMpaHuU
ycnyru 3a ypocroBepsiBaHe Ha BpemMe Ha WHO®OHOTAPU EAL"
(Monutukara), ce wumeHyea “InfoNotary Qualified TimeStamping
Service CP” n ce naeHTMdUUMpa NOCPeaACTBOM CneaHust uaeHTudukaTop Ha
06eKT B n3gaBaHuTe ya0CTOBEpPEHUS:

Policy name Identifier (OID)

InfoNotary Qualified TimeStamping Service CP 1.3.6.1.4.1.22144.3.4.1

MNMonuTukaTta BKNOYBA:

> OMUCaHWEe Ha YCNoBMSATa, KOUTO [JOCTaBUMKBLT Cnassa W crieasa npu
“3aBaHe Ha KBAaNNGULUMPaHWN €NTEKTPOHHW BPEMEBW NeyaTu;

> 06WuTe NpaBuia 3a M34aBaHe W ynpaBleHWe Ha KBaiudbuuMpaHuTe
€NEKTPOHHU BPEMEBU MevaTy.

N3paBaHUTe yaOCTOBEPEHUS CbAbpXaT WMAEHTUMUKATOP Ha MOMUTUKA,
n3nadeH B CboTBETCTBME C npenopbka IETF RFC 3647 [1.4], T. 3.3, KOWTO MOXe
fa 6bae M3nNon3BaH 3a pas3no3HaBaHeTO MM OT CTpaHa Ha [loBepsBawuTe ce
CTPaHu rnpu U3Non3BaHETO UM.

NoeHTudurkaTopa 3a MNOAMTUKUTE Ha KBaNUPUUMPAHUTE ENeKTPOHHU
BPEMEBW NeYaTh, NOCOYEHN B HAaCTOALMSA AOKYMEHT Ca KakTo creaBa:

itu-t(0) identified-organization(4) etsi(0) time-stamp-policy(02023)
policy-identifiers(1) baseline-ts-policy (1)

Ob6ekTHusa wnpeHtndmkatop (OID) B CbOTBETCTBME C BMAa Ha
yAOCTOBepuTeNnHaTa noamTuka e:

Ume InfoNotary Policy ETSI Policy
Identifier Identifier
KBanuduumpaH InfoNotary Qualified
eleKTPOHEH BpeMeBu TimeStamping 1.3.6.1.4.1.22144.3.4.1 0.4.0.2023.1.1
neyar Service
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4.2.Y4yaCcTHMLUM B yAOCTOBEepUTesIHaTa MH(ppaCTpPyKTypa

4.2.1. YaocroBepsiBaly opraH

InfoNotary e YpocrosepsBawmatr opradH Ha /[locTaBuMKka Ha
YAOCTOBEPUTENTHN YCNYTW, W3BbPLUBALL CleAHWTe AEWHOCTU: u3daBaHe Ha
YAOCTOBEPEHUS 3a €NEeKTPOHEH MOAMNUC U eNIeKTPOHEH redvaT, yrpas/ieHue Ha
YAOCTOBEPEHUSITA, BK/IOYBALLO CAMpaHe, Bb30OHOBSIBAHE W MpekpaTsBaHe
LENCTBMETO HA YyAOCTOBEPEHMSl, BOAEHE HA pPErncTbp 3a UW34ajeHuTe
YOOCTOBEPEHMA W OCUrypsiBall, AOCTbNa W CpeAacTBaTta 3a OrpaHuMyeHuwe Ha
AOCTbMNa 0 YAOCTOBEPEHUS.

YpaocTtoBepsiBawmaT opraH (root CA) KOHTponvpa YAOCTOBEPUTENHUTE
NONMTUKM Ha [locTaBuMKa, onpefensiiy CbAabpXawata ce B pasfnyHUTE
TUMOBE YAOCTOBEPEHUSI 3@ KpalHM MoTpebuTenn uHAMBMAYyanu3upalla
Cb3gatens Ha nedyaT wHdopMaums, OrpaHUYEHUss B MNPUIOXKEHUETO W
OTrOBOPHOCTM.

YaocToBepsiBalWmMSAT OpraH u3gaBa pas/fiMyHM TUMOBE YAOCTOBEpPEHUS,
Cb0bpasHO yAOCTOBEPUTENHUTE MONUTUKKU, NOCPEACTBOM AndeEpeHUMpaHn CBOM
OnepaTtuBHM yaocToBepsiBawm opraHum (operational CAs).

4.2.2. OnepaTMBeH yAOCTOBEpSABall OpraH 3a usfgasaHe Ha
kBanuduumpaH enektpoHeH spemesu neyat (InfoNotary
Qualified TimeStamping Service CA)

YpaocToBepeHNeTo 3a nybnunyHusa kod Ha OnepaTtveBHUS YaocToBepsiBaLly
OpraH 3a wu3gaBaHe Ha KBanMUUMpaHW €ENEeKTPOHHW BpeMeBu MevaTu
(InfoNotary Qualified TimeStamping Service CA), OID:
1.3.6.1.4.1.22144.3.4, ce noanucea C 4acTHMS KoY Ha 6a3oBus
yaoctoBepsiawy opraH InfoNotary TSP Root, OID: 1.3.6.1.4.1.22144.3.

C vactHusa kmoy Ha onepatuBHus opraH (InfoNotary Qualified
TimeStamping Service CA) ce noanuceaT KBanUPUUMPaAHN eneKTPOHHUTE
BPEMEBM MeYaTU 3a KpalHW noTpebutenn, CbobpasHO CbOTBETHATA
yaocrtoepuTtenHa nonutnka n InfoNotary Qualified CPS.
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YpoctoBepeHneto Ha OnepatmBHUus yaoctosepsiBaly, opraH InfoNotary
Qualified TimeStamping Service CA cbabpXa cnegHata OCHOBHA

NHopMaums:

InfoNotary Qualified TimeStamping Service CA

OcHoBHM X509 aTpubyTn:
ATpunbyT CroiHocT
Bepcus 3 (0x02)

CepueH Homep

YHuKaneH 3a perncropa Ha
[ocTtaBuuka;

16-6aliToBO YMCIo

Hauyano Ha nepuoaa Ha BanuaHoCT

JaTta n yac Ha noanuceBaHe

Kpait Ha nepvoaa Ha BanMAHOCT

[laTa 1 4ac Ha noanucBaHe +
19 roguHmn

ANropuTbM Ha eNeKTPOHHUSA NOANKUC SHA256/RSA
ATpmn6yTmn Ha Uspatens:

ATpunbyT CroiHocT
Common Name Nme CN InfoNotary TSP Root
Domain JlOMeNH KOMMNOHEHT DC qualified-root-ca
Component

Country Name [bpxaBa C BG

Locality Name Mpaa L Sofia

Organization OpraHusauus ] InfoNotary PLC
Name P H Y
Organizational .

Unit Name OpraHu3aumnoHHo 3seHo | OU Qualified TSP
Organization Viaervgukatop Ha 2.5.4.97 NTRBG-131276827
Identifier opranusaumsata (EVK)

ATpnbyTn Ha Tutynsapsa (x509 Subject DN):

ATpubyT

CTolHOCT

Crp. 12 o1 39
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InfoNotary

InfoNotary Qualified
Common Name Wve CN TimeStamping Service CA
Domain o . .
Component [lOMeNH KOMMOHEHT DC qualified-timestamp-ca
Country Name ObpxxaBa C BG
Locality Name paa L Sofia
Organization OpraHusauus 0 InfoNotary PLC
Name P 4 ry
Organizational
Unit Name OpraHmsaunoHHO 3BEHO ou InfoNotary TSP
Organization VineHTudukarop Ha 25497 | NTRBG-131276827
Identifier opraHusaumsaTa (EUK)

AonbnHutenHu atpmbyTyn Ha X509 paswmpenums ( x509v3 extensions):

ATpubyT

CTolMHOCT

Basic Constraints
(Critical)

Subject Type=CA

information Access

Key Usage . o -
(Critical) Certificate Signing, CRL Signing
Public Key RSA 3072 bits
[1JAuthority Info Access
Authority Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ocsp.infonotary.com/qualified

CRL Distribution

[1]CRL Distribution Point

Distribution Point Name:

Point (Non
Critical) Full Name:
URL=http://crl.infonotary.com/crl/qualified-root-ca.crl
Crp. 13 071 39
Bepcus: 1.2 WHOOHOTAPU EAL
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[1]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.22144.3.4
Certificate Policies [1.1]Policy Qualifier Info:
(Non Critical) Policy Qualifier Id=CPS

Qualifier: http://repository.infonotary.com/cps/qualified-tsp.html

Unotice: InfoNotary Qualified TimeStamping Service CA

Subject Key

Identifier SubjectKeyIdentifier
Authority Key ) -
Identifier AuthorityKeylIdentifier
4.2.3. AboHaTH

“AboHaT” e (U3NYEeCKO MU PUONYECKO NULE, KOETO MMa CKI0YeH
nMcMeH porosop ¢ JloCTaBuMka 3a MpedoCTaBsHe Ha  KBanuduumpaHu
yaoctoBeputenHn  ycnyrn.  Korato €  npakTU4ecku  Bb3MOXHO, Mpu
npeaocTaBssHe Ha YAOCTOBEpPUTESIHUTE YCIYyrM U NPOAYKTUTE, CBbp3aHW C
NoN3BaHeTO Ha ycnyrute, [OCTaBUMKBbT OCUrypsiBa TsXHaTa AOCTbMHOCT M
NON3BaeMOCT OT XOpa C yBpeXAaHUs.

4.2.4. [loBepsiBalim ce nvya

“[loBepsBaln ce nuuUA” ca GU3MYECKM UNKN IOpUANYECKN nuua, KOUTO
pa3unTaT Ha yAOCTOBEPUTENIHA YC/yra M KOMTO Ca agpecaTy Ha noanedyataHu C
€N1eKTPOHEH BPEMEBM NeYaT e/IEKTPOHHN AOKYMEHTU. [loBepsiBalUMTE Ce CTPaHu
cneaBa Aa MMaT YMEHWs [a MOoN3BaT 3aBEPKUTE 3a €/1eKTPOHEH BPEMEBM NeyaT
N Oa ce AoBepsiBaT Ha mM3aaaeHn oT [JoCTaBuYMKa €1EeKTPOHHM BPEMEBM MevaTu
caMo cfnieq NpoBepKka Ha CTaTyca Ha YAOCTOBEPEHWETO Ha OpraHa 3a BpeME B
Crnmcbka Ha cnpeHuTe W npekpateHn ypoctoBepeHns (CRL) wnm  Ha
aBTOMaTU4YHaTa WHdbOpMaumsa, npeaocTaBeHa OT [locTaBuMKa MOCPEACTBOM
OCSP npoTtokon.

Crp. 14 01 39
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4.3.TpUI0XKUMOCT Ha e/IeKTPOHHUS BpeMeBM nevar

HacTosllata nonntmka e Haco4eHa KbM MOKpMBAHE Ha U3NCKBAHMATA 3a
KBanu@uULUMpaHn eNeKTPOHHW BpeMeBM MeyaTu B CbOTBETCTBUE C PernameHT
(EC) N9910/2014 n ETSI EN 319 122,

lMonuTtukata He BK/KOYBA HUKAKBU OrpaHWYEHUs B MPUIOXKEHWETO Ha
nsgageH ot [loctaBumka U B CbOTBETCTBME C HEA efleKTPOHEH BPEMEBU neyar.

MNMonutukata Moxe da 6bae NPUNOXXEHa 3a yAOCTOBEPSABAHE Ha BPEMETO
Ha Cb3AaBaHE Ha €NEKTPOHEH noanwuc/ E€/NEKTPOHEH NneYaT 6e3 orpaHn4yeHus.

5. 3AADB/DKEHUSA, OTTOBOPHOCT U TAPAHLUN

3aab/KeHnaTa, OTrOBOPHOCTMTE WM rapaHummte Ha [oCTaBuuKa,
Tutynapute, Cb3gatenute Ha neyat, AboHaTuTe Ha KBanuduuupaHu
yOOCTOBEpPUTENHU yCnyrn v [loBepsiBalumMTe ce CTpaHu ca ypeaeHn B PernameHTt
(EC) N2 910/2014, B HaAuMOHANHOTO 3aKOHOAATENCTBO, B [lpakTukata npu
NpeaocTaBsHe Ha KBanuduuupaHu yaoCTOBEPUTENHW YCIyry, B HacTosiwara
Monutnka Ha JoctaBumka v B [lorosopa 3a KBanuuumpaHu yaoCTOBEPUTENHU
ycnyru.

5.1.3aabmkeHns Ha [locTaBuMKa

[10CTaBUYMKBLT Ce 3aab/hKaBa Aa:

> CrnasBa CBOWTE BbTPEWHM MpaBuna WM npoueaypu, npakTuka 3a
NpeaocTaBsHe Ha  KBanuduuMpaHu YAOCTOBEPUTENHW  YCIyrn Ww
NOSINTUKN;

» cna3Ba Pernament (EC) N9 910/2014 w pa3nopeabute Ha
HaLMOHANMHOTO 3aKOHOAATENCTBO;

> OCUrypsiBa HenpeKkbCHaTO AOCTbM A0 KBanuduumpaHata ycnayra 3a
YyAOCTOBEpSIBaHE Ha BpeMe, OCBEH MpW NiiaHMpaHa NpodunakTvka u
dopcMaXkopHU cuTyauum;

> OoCcurypsiBa M non3eBa HaAEXAHO TexHonormdyHo obopyasaHe npwu
NpeaocTaBsiHE Ha YAOCTOBEpUTENIHATA YCyra;

> NpefoCTaBsHUTE YAOCTOBEPUTENHW YCIYrM Ca B CbOTBETCTBME C
M3NUCKBaHMSATa Ha obwonpueTn MexayHapoaHW CTaHaapTM W
NpenopbKu.

Crp. 1501 39
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5.2.0TroBOpPHOCT U rapaHuMm Ha [locTaBuyMKa

[loCTaBuUMKBLT rapaHTMpa, Ye crnassa BCUYKM pa3nopenbu Ha PernameHT
(EC) N2 910/2014, HauMoHaNHOTO 3aKOHOAATENCTBO M HacToswaTa lNpakTukaTa
Npu NpeaocTaBsiHe Ha KBanuduuMpaHu yAOCTOBEPUTENTHU YCIYrK, U3Mb/HSBA
CTPUKTHO 3anoXeHuTe npoueaypu n cvbniogasa MNoNUTUKUTE, YCTAHOBEHW B
HacTosLaTa nosmMTuKa.

JeiHocTuTe Ha [locTaBuMKa MO NpeAocCTaBsHE Ha KBanuduuMpaHaTta
ycnyra no yAoCTOBEPSABAHE HAa BPEME MOAJIEXM Ha MpoBepka OT HEe3aBUCUM
OpraH 3a OLEeHsABaHe Ha CbOTBETCTBMETO W HALIMOHANHUS HAA30PEH OpraH.

[octaBunkbT oTroBaps npeg AboHaTute wn npen [osepsiBalimrte ce
CTpaHu 3a Bpeau OT:

» OT HeusMnbjHeHVWE Ha 3aAb/DKkeHusaATa Ha [locTaBumKa, CbrnacHo
Pernament (EC) N2 910/2014 ¥  HauMOHANHOTO  Mpaso,
pernameHTupaluM M3aaBaHETo, YMNpPaBIEHMETO U CbAbPXaHMETO Ha
KBannbuunpaHnsa enekTpoHeH BpeMeBu neyar ;

» OT HEBEPHW WAWN TpEeWHN AaHHM B KBanUUUMpPaHUS efeKTPOHEH
BpeMeBM NeyaT KbM MOMEHTA Ha U34aBaHETO My.

5.3.3aabmkeHun Ha MoTpebutenure

MoTpebutenute Ha KBanuduuMpaHaTa yciyra 3a YAOCTOBEpPsIBAHE HA
BPEME Ca [UTbXXHU:

> Tpu NoaaBaHe Ha 3asiBKM 3a U3AaBaHe Ha eNeKTPOHEH BPEMEBU MneyaT
Aa Crna3BaT M3MCKBaHMATa Ha [locTaBuMKa 3a ¢opMmaTa M HauMHa Ha
noAaBaHe Ha 3asiBKa;

> Mpu noflydaBaHe Ha W3AAAEHUS ENEKTPOHEH BPEMEBM MedyaT Aa
NpOBEPST BaNMAHOCTTA Ha ENeKTPOHHMS noanuc Ha OpraHa 3a
YAOCTOBEpPSiIBaHE Ha BpPeEMe MOCpeACTBOM MpoBepKa B NOAAbpXaHUTE
oT [ocTaBuMka CMMUCbUM C MPEKpaTEHN U CMPEHU YAOCTOBEPEHUS U
CRL 1 OCSP;

> [Oa WU3MbAHABAT 3adb/DKeHusiTa, onucaHu B ,[llpakTuka npwu
NpeaoCTaBsHE Ha KBanuULUMpaHu yaoCTOBEPUTENHN yCryrn®.

5.4. iv/mknMa rpyka Ha [loBepsiBaljmuTte ce CTpaHu

JlnuaTa, KOMTO ce AoBepsiBaT Ha KBanuduuUMpaHuTe yaoCTOBEPUTENHUTE
ycnyru Ha [loctaBumKa, cneaga Aa nonarat Ab/KMMaTta rpuxa, KaTo:
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> MMaT TeXHUYECKM yMeHus Aa nonseaT KeanuduuupaHata ycayra 3a
yAOCTOBEpSiIBaHE Ha BpeME;

> WHMOPMMpaHKM Ca 3a YCNOBUSITA, NPU KOUTO TpsibBa Aa ce aosepsiBat
Ha KBanuduumpaHuTe yaOCTOBEPEHUSs, CbObpa3HO MONUTUKUTE, Mpu
KOMTO Ca M34adeHn U npoueaypute 3a M3BbPLUBAHUTE MPOBEPKU Ha
nHpopMmaumaTa oT [loCTaBumka, onMcaHM noapobHO B HaCTOSLWMS
[AOKYMEHT;

> BanuaupaTt usgageHn ot [JoCcTaBuyMKa KBanvuUMpaHU eNnekTPOHHMU
BpeEMEBU neyaTu NocpeacTsoM MNybnmnKyBaHWTE AaHHW 3a@ CTaTyca Ha
yooctoBepeHusata oT [loctaBuMka — CnmMcbKa Ha CrpeHuTe WU
NpekpaTeHN yaOCTOBEPEHUS;

» Cce posepsiBaT Ha wu3gageHM o1  [locTtaBuuKka KBanvdpuumpaHu
€NEeKTPOHHM BPEMEBM MevyaT CaMO aKO pe3ynTaTbT OT HarnpaBeHuTe
NPOBEPKN 32 Ba/IMAHOCT € KOPEKTEH N aKTyaneH;

> [Oa WM3BbpPLWAT MpoBepKa Ha MpPUIOXKMMOCTTAa Ha W3MNOM3BaHUTE 3a
Cb3[aBaHe Ha BpeMeBMs nedaTt Kpuntorpadckm anropmutMu;

5.5.0TKa3 oT OTrOBOPHOCT

[OCTaBYMKBLT He OTroBaps B C/lydamTe, KOraTo HaCTbnuauTe Bpeaum ca
CneacTene OT HebpeXHOCT, OTCbCTBME Ha MOJMOXKEHA rpuXa WM OCHOBHM
NMO3HaHMS BbB Bpb3ka C paboTaTa C eNeKTPOHHM BpeMEBM neyaTu OT CTpaHa Ha
A6oHaTuTe unu [loBepsiBawnte ce CTpaHu.

JloCTaBUMKBbT HE HOCW OTrOBOPHOCT 3a BpeAu, HaCTbnNuaM nopaau
HECBOEBPEMEHHO MPEKPATABAHE M CNNUpaHe Ha YAOCTOBEPEHMS U NMPOBeEpKa Ha
cTaTyca Ha YAOCTOBEpPEHMSI MOpaau MPUYUHU, KOUTO Ca M3BbH HEroBust
KOHTPO.

JJOCTaBYMKBLT HE HOCU OTFOBOPHOCT MPW M3MOM3BaHE Ha YAOCTOBEpEHME
W3BbH NpefenuTe Ha MNpeaHasHAaYeHUETO W OrpaHMYeHusTa 3a MOM3BaHe,
BKJTIOYEHU B HETO.

Jl0CTaBUMKBT HE HOCM OTFOBOPHOCT 3a HapyllaBaHe Ha MnpaBa Ha TPETU
nMua Mo OTHOLUEHWE Ha TEXHU TbProBCKM MapKM, TbProBCKM HaUMEHOBaHUS
W ApYyrM UMYLLECTBEHM WM HEMMYLLECTBEHM MpaBa, KoOraTto MHdopMauus,
CbAbpXKalla ce B M34aAEHN YAOCTOBEPEHUS, € A0BENa A0 TakMBa HapyLUEHMSI.

JloCTaBUMKBT HE OTroBOpS 3a MPEKUM MM KOCBEHW, MPEABUAUMM WM
HenpeaBMANMU Bpeaun, HacTbNWUAW BCNEACTBME OT U3NON3BaHE UK AOBEpsiBaHe
Ha CMpPeHK, NPEKpPaTEHN UNN C U3TEKDBT CPOK Ha BANIMAHOCT YAOCTOBEPEHMUSI.

[lOCTaBUMKBLT He OTroBaps 3a HayMHa Ha MON3BaHe W 3a TOYHOCTTa,
dBTEHTUYHOCTTA W Mb/IHOTATA Ha MHd)OpMaLI,MFITa, KOATO € BKJIlOYEHA B
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TECTOBWU, 6e3nnatHu nnu OEMOHCTPAUMOHHN YOOCTOBEPEHUA.

JloOCTaBUMKbT He OTroBaps 3a CUrypHOCTTa, LENOCTTa U U3MNO0N3BAHETO Ha
codTyepHUTE NPOAYKTU U XapAyePHU YCTPOMCTBA, U3MoN3BaHn oT ABoHaTh Unm
[loBepsiBaLLM Ce CTPaHW.

5.6.0OrpaHnyeHme Ha OTrOBOPHOCTTa Ha [locTaBUMKa

MakcumanHua  nuMMnT  Ha  obe3lleTeHne B paMKMUTE Ha KOWTO
[loCTaBYMKBLT OTroBaps 3a NpeTbpreHn Bpeaun Npu non3BaHeTo Ha U3JafdeHo oT
Hero KBaJ'IVICbVILl,VIpaH €JIEKTPOHEH BpPEMEBKM NeYyaT € B pa3MepP Ha MaKCUMallHUA
JIMMUT onpeaener CblfMMacHO HaUMOHA/THOTO 3aKOHOAATESICTBO.

5.7.KoMmneHcauum 3a [locTtaBuYMKa

BbB BCMUKM C/ly4an Ha HEU3Mb/IHEHWE Ha 3ab/HKEHMATa OT CTPaHa Ha
AboHaTta npomsTuvyawm oT lNpakTukata 3a NpeaocTaBsHe Ha KBanvMduuMpaHu
YAOCTOBEPUTENHN  yCIyrm  u/unn  oT  [loroBopa 3a  KBanvduuMpaHu
YAOCTOBEPUTENHN YCITyrK, [JOCTAaBUMKBT LE aHraXXupa OTrOBOPHOCTTA Ha
AboHarTa.

6. W3NCKBAHUA KbM OPrAHA 3A YAOCTOBEPSIBAHE HA
BPEME

JlocTaBuMKa rapaHTMpa, 4Ye OCuUrypsiBa MeXaHU3MM 3a KOHTPOM Ha
AerHocTTa Ha OpraHa 3a yaoCToBepsiBaHe Ha BpeMe, KOETO MO3BOJsiBa Aa Ce
npeaocTaBs KBanuduumpaHa yAOCTOBEPUTENHA YCayra B CbOTBETCTBUE C
pasnopeabuTe Ha HacTosiwaTa NoanTMKa.

Bcuukn cbbuTMA B cucTemaTa 3a yOoCTOBepsiBaHE Ha Bpeme ce
3anuceBaT noa dopmaTa Ha CUCTEMHM XKypHamnu, KOMTO Ce apxuBupart U
CbXpaHsABaT MO CUTypeH HauyuH. [ocTbhna [0 >KypHanuTe uMaT camo
OTOPU3UPaHN 3a TOBaA CINYXUTENMW.

JlocTaBumkbT CcbbritogaBa B CBOSITA AEMHOCT MOSIMTUKA Ha yrnpaBeHne U
Ha ynpaBfieHWe Ha nepcoHana, ocurypsisawia Heobxoaumata rapaHuus 3a
[IOBEPEHOCT M CTabWNHOCT MNpU U3Mb/IHEHME HA BCUMYKM MOETU OT Hero
3aAb/DKEHNMS M KOMMETEHTHOCT 33 W3BbpLIBAaHE Ha [AeNHOCTTa Ha
KeanudwuumpaH [ocCTaBuUMK Ha YAOCTOBEPUTENHW YCIYrM B CbOTBETCTBME C
nsnckeanuaTa Ha PernameHT (EC) 910/2014 n npunoXnuMoTo 3akoHOAATENCTBO
Ha Bbbnrapus.

Onucannte B InfoNotary Qualified CPS npoueaypw, cCBbp3aHu C
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AEVHOCTTa Ha YpaocrtoBepsBawma opradH Ha [loCTaBuumka, Ce W3MbAHABAT B
CbOTBETCTBUE C pa3pa60TeHV| BbTPELUHX NpaBuia 1 4OKYMEHTU Ha [loCcTaBuymka.

Bcnukn nuua ot nepcoHana Ha [loctaBuvMka noAnmMcBaT Aeknapaums 3a
nncata Ha KOHMAMKT Ha WMHTepecu, cna3BaHe Ha KOH(MWUAEHUWMAsHOCT Ha
MHMOpMaLMaTa U 3alMTa Ha JIMYHUTE OAHHW.

[lOCTaBUMKBT OCUrypsiBa ABOEH KOHTPOS 3@ BCUUKU KPUTUYHU CbYHKLl,MM
Ha Y[ocToBepsBalLnS OopraH.

3a onpeaeneHn AenMHOCTM [JOCTaBUYMKLT MOXE [Aa MoS3Ba U BbHLUHK
nua.

7. MNPAKTUKA W NPOUEAYPU HA OPrAHA 3A
YOOCTOBEPSIBAHE HA BPEME

MNpoueaypute M MexaHM3MWUTE 3a KOHTPON NpW nNpeaocTaBsHe Ha
KBanuduumpaHata ycnyra 3a yaoCTOBepsiBaHE Ha BpeMe ca OnucaHu B
fOKyMeHTa  ,[lpakTuka npu npenocTaBssHe  Ha KBanuuumpaHm
yaocroBeputenHu ycnyru® Ha MHdoHoTapu EA/.

[leMHocTuTe NO ynpaBfeHue, NOAAbPXAHE M YCbBbPLUEHCTBAHE Ha
ycnyrute, npeaocTtaBsHM OT OpraHa 3a YAOCTOBepsiBaHE Ha BpeMe ce
M3MbHSABAT B CbOTBETCTBME C W3UCKBAHMATA Ha WMMNJIEMEHTUpaHaTa B
NHdoHoTapu EAL] cuctema 3a CUrypHOCT Ha MHdopMaumsaTa no ctaHaapTa ISO
27001:2013

7.1. 1OCTBNHOCT Ha ycnyraTta

ObwunTe NpakTMKM MO MNpedoCTaBsHe Ha KBanuduuMpaHaTa yciayra 3a
yOOCTOBEpSiIBaHE Ha BpeMe Ca OnucaHM B [AoKyMeHTa llpaktvka npu
npeaocTaBsHe Ha KBanuduumpaHn yaocToBepuTenHn ycnyrn® Ha MHdoHoTapu

EALL

3a ocurypsiBaHe Ha KayeCTBEHa M AOCTbMHA YCyra, BCUYKN CUCTEMHM
KOMMOHEHTM W  KOMYHMKALMOHHA CBbpP3aHOCT Ca MWHUMYM  ABOWHO
pe3epBupaHn. WM3rpageHn ca  WHGPACTpyKTypu 3@ OCUrypsiBaHE  Ha
HenpeKkbCHaTO 3axpaHBaHe, 6a3npaHn Ha HenpeKbCBaeMM eneKTpOo3axpaHBaLLm
yctpoicTtea (UPS) 1 AM3en0BU reHepaTopu Ha eNeKTpo3axpaHBaHe.
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7.2.YnpaBsieHne Ha XU3HEHUSA LMKDbJ1 Ha ABOMKaTa
K/IIOYOBE Ha OpraHa 3a yAOCTOBepsiBaHe Ha BpeMe

7.2.1. TeHepMpaHe n MHCTalauMs Ha ABOMKA KJ1l04OBe

[OoCTaBUMKbT 3almTaBa COHBCTBEHMTE CU YACTHU KIKOYOBE CbI/1AaCcHO
pa3r|open6MTe Ha HaCTosLWaTa NpakKTuka.

[l0CTaBUMKBT M3MNON3Ba MEXAMHHUTE U OMNEepaTUBHUTE YACTHWU K/IHOYOBE
3a noAanMcBaHe Ha YOoCToBepsBalMa oOpraH camMoO 3a MNoAMUCBaHE Ha
yaooctoBepeHms 1 CNucbuM Ha CNpPeHn U rnpekpaTeHn yaoCTOBEPEHMUS CbINacHo
NO3BOJIEHATA YI'IOTDE6a Ha Te3n KNYOBE B HACTOALWLNA AOKYMEHT.

JlOCTaBUMKDBT LLE Ce Bb3AbpyKa OT ynoTpebaTa Ha YaCTHUTE CU KITHOYOBE,
MoN3BaHW OT Y[AOCTOBepsiBalMs opraH, OT yrnoTpeba M3BbH NpeaenvTe Ha
AENHOCT Ha YA0CTOBEPSIBALUMS OpraH.

7.2.2.TeHepupaHe Ha YacCTeH KJ1I04 Ha YaoCcToBepsaBalluma
opraH Ha [locTtaBuMKa

3a reHepupaHe W  MHCTanauusi Ha YacCTHUTE  K/IKOYOBE  Ha
YpaocToBepsiBalwmsl opraH [JoCTaBYMKbLT M3M0/I3Ba CUCTEMA C Hall-BMCOKA CTeneH
Ha HaAeXAHOCT W CUIYPHOCT, CneABalikM AOKYMEHTMpaHa BbTpellHa
npoueaypa.

3a reHepvpaHe 1 Non3BaHe Ha YacTHUTE KNKYOoBE Ha YA0CTOBepsiBaLLMS]
OpraH Ce M3Mon3BaT XapAyepHW 3alMUTHU MOAYIU, CEPTUDULMPAH Ha HMBO Ha
curypHocT FIPS 140-2 Level 3, CC EAL 4+ unun no-B1COKO.

OcbluecTBsIBaHETO Ha AOKYMeHTMpaHaTa npoueaypa no reHepupaHe u
MHCTanMpaHe Ha 6a3oBaTa (root) ABOMKa KNHOYOBE Ha YA0CTOBEPSIBALLMA OpraH
Ha [loCcTaBuMKa Ce M3BbpLUBA OT OTOPM3NPAH 3a TOBa CYyXuTen Ha [JocTaBumka
M B TMPUCBCTBMETO Ha uyneHoBeTe Ha CbBeTa Ha AUPEKTOpUTE Ha
"MHOOHOTAPU" EALL.

CekpeTHMTEe 4YacTM Ha 6a30BMS YaCTeH KJOY, KAKTO M Ha BCUYKMK
OonepaTUBHU YaCTHM KOYOBE HA YAOCTOBEpsiBAlUMS OpraH ce pasnpenensr,
CbXpaHsBaT Ce M Ce MNpeacTaBsaT npuM HeobxoAMMOCT 3a MoNn3BaHe OoOT
oTopM3npaHu OT [JocTaBumKa 3a TOBa mua.

[JlonbnHuTenHata 3awmTta OT KOMMPOMETUPAHETO U HEMO3BOJSIEHOTO
nosi3BaHe Ha 4YaCTHUTE K/I0YOBE Ha YAoCToBepsBalumna opraH Ha [loctaByumka e
rapaHTMpaHO OT OCbLUECTBABaHA OT [loCTaByMKa AOMbAHUTENHA MOJIMTUKA Ha
KOHTPO/1 Ha AOCTbI:
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> [0 YNpaBNEeHMETO Ha XapAyepHus Moay/n MOCPEeACTBOM CEKPETHM
AAHHW, AOCTbMHM CaMO 3a OTOpPU3MpaHKN N1ua;

> KOHTPON Ha [AO0CTbNa 3a YNpaBleHME M MON3BaHE Ha YacTHUTE
ornepaTMBHM K/OYOBE Ha YAOCTOBEpSIBAWLMS OpraH MnocpeacTBOM
OTAENTHN CEKPETHM AaHHW, AOCTbMHM CaMO 3a OTOpPU3MpPaHN N1ua.

7.2.3. flocTtaBkKa Ha MNy6amuHua K04 Ha YaocToBepsiBalyms
opraH A0 AoBepsiBallMTe Ce CTPpaHu

MNybnnyHMTe KIO4YOBE Ha YAocToBepsiBawms opraH Ha [ocTtaBumka ca
nybAMYyHO [JOCTbMHM B WHTEpHeT nopTana Ha J[ocrtaBuMka Ha ajpec:
http://www.infonotary.com.

7.2.4. [b/mHKMHA Ha KJIlOYOBeTe

AbmKMHaTa Ha 4YaCTHMSl KoM Ha 6a30BOTO  yAOCTOBEPEHME Ha
YpoctoBepsiBaly opraH — InfoNotary TSP Root CA e RSA - 4096 bits.

AbmKNMHaTa Ha 4YacTHMA K04 Ha OnepaTUBHUTE YAOCTOBEPEHMS Ha
YpoctoBepsiBaly, opraH RSA - 3072 6ura.

7.3.3awmTta Ha YaCcTHUA KJIIOY U TEXHUYECKU KOHTPOJ1 Ha
Kpuntorpadckua Mmoayn

7.3.1. Cranpgapti Ha kpuntorpadgpckua moayn

YaocToBepsBaWMAT opraH Ha [JocTaBuMKa MONA3Ba CUTYPHU U HaAEXAHW
XapAayepHu Kpuntorpadckn Moayn, NOKpUBaLLUM HOPMATUBHUTE U3UCKBAHUS.

XapayepHute kpuntorpadckm Moaynm, Kouto JoCTaBuMKbT M3MOM3Ba 3a
CbXpaHEHMEe Ha YacCTHUTE K/IKOYOBE Ha YAOCToBepsBaliMs oOpraH, ca
cepTMdUUMpaHM 3a BUCOKO HMBO Ha CUIYPHOCT M HagexaHocT no FIPS 140-2,
Level 3, FIPS 140-1 Level 2, CC EAL 4+ vnu No-BUCOKM.

7.3.2. KOHTpON Ha CbXpaHEHMETOo U noJsi3BaHeTo Ha YacTteH
KJ1I0Y

EaHoBpeMeHHO C npoueaypaTa Mo TeHepuMpaHe W WHCTaMpaHe Ha

KI4yoBeTe Ha YAocTtoBepsiBalna opraH Ha [locTaBuMka ce U3BbpLIBa WU
npouenypa no CbXpaHsiBaHe Ha YaCTHUTE K/IK0YOBE N TAXHOTO apXMBUpPaHe.

Crp. 21 0T 39

Bepcus: 1.2 WHOOHOTAPU EAL


http://www.infonotary.com/

I

MNOJINTUKA

InfONOtary 3A NMPEAOCTABSAHE HA KBAJIM®OULIMPAHU YCITIYTU 3A
YAOCTOBEPSAABAHE HA BPEME

CekpeTHuUTE 4acTu 3a A0CTbN A0 6a30BMS YaCTeH KKO4Y, KakTo M Ha
BCMYKM OMNEepaTMBHW YaCTHM K/IOYOBE Ha YOOCTOBEpsBalUMA oOpraH ce
CbXpaHABaT NoOAeNEeHN BbpXY CMApT KapTu, 3awmteHn c NUH.

MNpenocTtaBsaHETO Ha MoAeneHUTe 4aCcTU Ha OTOPU3MPAHUTE 3a TAXHOTO
CbXpaHEHME U NpeacrtaBsaHe nla ce€ JOKYMEHTUPA NMNCMEHO.

7.3.3. CbxpaHeHue Ha YacTHuUTe KJ/1royoBe

YacTHMTe KnoyoBe Ha YOocToBepsiBaluTe opraHu Ha [locTaByuka ce
cbxpaHsiBat Hardware Security Modul (HSM) B kpuntupaH Bua, kato 3a
AEKPUNTUPAHETO ca HEODXoOUMM CEKPETHUTE YacTU 3a AOCTbM A0 K/IOYOBETE,
KOWTO Ca noaenieHn u ce M3non3eaTt caMo OT OTOpM3MpaHUTe 3a ToBa nua, npu
HanMymMe Ha Heobxoaum KBOpYM OT noHe 2 oT 4 nuua. CvbniogaBaHata oOT
[ocTaBumka npoueaypaTta no CbXpPaHEHME HA YaCTHUTE K/IOYOBE, BKIOYBA U
npoueaypata npuv Bb3CTAHOBSBaHE Ha 4YacTHUTE K4oBe 3a paboTa B
pe3epBeH TEXHUYECKM LEHTbP, NocpeacTBoM pesepseH HSM npu cna3BaHe Ha
CbLUMTE U3NCKBAHMSA 3a CNOAENEHO MOJS3BAHE Ha CEKPETHUTE YacTu 3a AO0CTbM
[10 KJII0YOBETE OT OTOPU3MPAHM 3a TOBA NLA U B ONpeaeneHns KBopym 2 oT 4.

7.3.4. ApxuBMpaHe Ha HYacTHUTe K/1lo4OoBe

[loctaBumka apXuBupa BCUYKU cBou YacCTHU KJTlo4OoBE Ha
YaocrtoBepsiBawmuTe opraHM U rm CbXpaHsBa 3a nepuog ot 10 roguHu cnea
n3Tn4aHe nepmnoaa MM Ha BanngHOCT WU cnel TAXHOTO NpeKpaTsdBaHeE.

ApXvBMpPaHETO Ha K/IH4YOBETE Ce M3BbpluBa OT OTOpPM3MpaHM 3a TOBa
cnyxutenun Ha [JoctaB4ymka.

7.3.5. MpexBbpnsHe Ha YacTHUTE K/1IOYOBE B U OT
Kpuntorpadckusa moayn

[locTaBuMKa reHepvpa U CbXpaHsiBa BCUMYKM CBOM YACTHU K/IKOYOBE Ha
YpoctoBepsiBalmuTe opraHu BbB xapayepeH kpuntorpadcku moayn (HSM) B
KpUNTUpaH BWA, KaTO MPEXBBLP/SHETO MM MOXe Aa 6bae HanpaBeHO CaMo B
ApYyro Kkpuntorpadcko YCTPOMCTBO B KpUMTMpaH BMA, MNpU Cra3BaHe Ha
creuuanHa npoueaypa 3a TOBa, OT OTOPM3MPpaHM 3a LUenTa CAyXUTENN Ha
[locTaBunKa 1 Npu NON3BaHE Ha CNoAesieHnTe npasa 3a AOCTbM A0 CEKPETHUTE
[AHHW.

MNpexBbpnsiHe Ha 4acTHUTE Ko4YoBe Ha [locTaBumka Moxe Aa 6bae
M3BBbPLUEHO NpU HEOBXOAMMOCT OT Bb3CTaHOBsIBaHe cnea aedektupaHe Ha HSM
VAW Hagrpa)kaaHe Ha TeXHoNormyHaTa MH@pacTpykTypa Ha [locTaBuumka.
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7.3.6. AKTUBMpaHe U AeaKTUBUpPaHe Ha YacCTHM K/1lo4HoBe

YacTHuTe kntovoBe Ha [locTaBuMKa ce akTUBMPAT B 3aBUCMMOCT OT TWMa
Ha TsIXHaTa ynoTpe6a.

YacTHus Koy Ha 6a30BOTO YAOCTOBEPEHUE HA YAOCTOBEpPSiBaLLMS OpraH
(root CA) ce cobxpaHsiBa pfeaktTmBumpaH B pexum ,offline” Ha otaenHo
Kpuntorpadcko yctponcteo HSM un ce akTMBMpa no cneuuanHa npoueaypa oT
OTOpM3MpaHM 3a TOBa JinUQ, MpUTEXasaly MOAeNeHn npasBa 3a A0CTbM A0
CEeKpPETHUTE [AA/10BE M B KBOPYM 2 OT 4 nMua U BCUYKM AEUCTBUS Ce
AOKYMEHTUpPAT W Mas3daT B apxuBa Ha [loctaBumka. YactHus kiod Ha Root CA ce
aKTMBMPaH 3a U3MbJ/IHEHWE Ha MOAMNUCBAHE Ha HOBOW3AAZEHW YAOCTOBEpPEHUS
Ha OnepaTMBHM yOOCTOBEpPSIBALUM OPraHW M ynpasBfieHWe Ha Beye Wu3gajeHu,
BKJTHOYBALLO MOAMMCBAHE Ha CMMCBLUM C NPEeKpaTeHn U CpeHn yAOCTOBEpPEHWUS
CRL.

YacTHuTe kaoyoBe Ha OnepaTvBHUTE YAOCTOBEpsIBalUM OpraHu ce
CbXpaHsBaT M MoN3BaT B Kpuntorpadcko ycTpoucTBo HSM akTuBMpaHM, KaTo
Npu TSXHOTO aKTMBMpPaAHE U AeaKkTUBMPAHE Ce CnasBa CreuunanHa npoueaypa oT
OTOpM3NpaHM 3a TOBa NMua, MpUTEXaBaliM MNOAENEHM MpaBa 3a AOCTbM A0
CEKPETHUTE [AS/I0BE M B KBOPYM 2 OT 4 NnuMUa WU BCUYKU AEUCTBUS Ce
AOKYMEHTUPAT M Na3sAT B apxuBa Ha [locTaBumka.

7.3.7. YHULL0)XKaBaHe Ha YaCcTHUTe KJ/1IouoBe

YacTHute «Kkaw4yoBe Ha [locTaBuMkKa Ce  YHULWOXABAT  CbllaCcHO
npouegypaTta Mno YHWULLIOXaBaHe Ha 4YaCTHUTE K/YoBE Ha YAOCToBepsiBaLlums
opraH Ha [ocTtaBuvMka MNpu M3TUYaHe Ha nepuvofa Ha THAXHaTa Ba/MAHOCT OT
OTOpU3NpPaHu 3a TOBa CNYXUTenn Ha [JocTtaByumKa.

MpoueaypaTta rapaHTUMpa OKOHYATENHOTO WM YHULIOXaBaHe MU
HEBb3MOXHOCTTA 3@ TAXHOTO Bb3CTAHOBSIBAHE W Mon3BaHe. [lpoueckT Mo
YHULLOXaBaHe Ha K/IOYOBETE Ce AOKYMEHTMPA M CBbp3aHMTE C TOBa 3amnucu ce
CbXpaHsBaT B apxvBa Ha [locTaBYMKa.

7.4. Qpyrn acnekTy oT ynpasJ/iIeHMEeTO Ha ABOMKaTa KJIIDUOBEe

7.4.1. ApxuBupaHe Ha lNy6nunueH knouy

JlocTaBuMKa apxmMBMpa BCUYKM CBOWM MYyGAMYHM KIIKOUOBE M MM CbXpaHsiBa
3a nepvog ot 10 roauHu cnea vM3TMYaHe nepuoaa MM Ha BanMAHOCT UnW cneg
TSIXHOTO NpeKpaTsaBaHe.
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7.4.2.NMepuoa Ha BaNnMAHOCT Ha YAOCTOBEpPEeHUue u nepuoa
Ha ynoTpeba Ha ABOMKAaTa KJ/IlOMOBE

JloctaBuvka u3aaBa KBanubUUMPaHW YAOCTOBEPEHUSI 3@ ENEKTPOHEH
noAnuc, 3a KBanuduUUMpaH eNeKTPOHEH NevyaT, 3@ aBTEHTUYHOCT Ha yebcanT Ha
KpaHW NoTpebuTenu c onpeaeneH Nepuos Ha BaNMAHOCT, KOWTO € BMMCaH B
CbAbPXXaHNETO Ha YAOCTOBEPEHUNETO.

YOocToBepeHuaTa nsaaBaHu OT YA0CToBepsaBawma opraH Ha [loctaBumka
3a 6a30Bug NybnnyeH KoY 1 onepaTMBHUTE NYOIMYHN KOYOBE Ce u3aasaT C
onpeaeneH Nepuoa Ha BalMAHOCT, KOMTO € BMUCAH B CbAbPXAHMETO Ha
yOOCTOBEPEHUETO.

Mepuoada Ha BanMAHOCT Ha YAOCTOBEPEHMETO € U Mepuoa Ha BanMaHOCT
Ha ynoTpebaTa Ha ABOMKAaTa K/IHOHYOBE CBbP3aHM C HEro.

Cb3gaBaHeTo Ha NOAMMCK NOCPEACTBOM MOJI3BAHETO HA YacCTeH KJoY Ha
YAOCTOBEPEHNE C U3TEKDBJT NEPUOA Ha BaJIMAHOCT € HEBAUAHO.

7.5.laHHM 3a aKTUBUpPaHe

JlocTaBuMKa 3anMcBa Ha CUIYPHU HOCUTENWN U apXMBMPa C BMCOKO HMBO
Ha 3aWuTa [AaHHWTE 3@ aKTMBMpaHe, CBbP3aHM C YacTHMTE KJIOYOBE Ha
YpaocToBepsiBalwmsa opraH U AeMHOCTH.

7.6. KOHTpON Ha KOMNIOTbPHaTa CUFYPHOCT

7.6.1. CneuncunyHn N3NCKBAHUA KbM KOMMIOTbpPHaTa
CUTypHOCT

[loCTaBUMKbT oOcurypsiBa M M3MNon3Ba npoueaypn u  MeTtoaM 3a
yrnpaB/ieHNE Ha CUIypHOCTTa Ha MON3BAHOTO TEXHMYECKO W TEXHOMOrMYHO
obopyaBaHe B CBosiTa WHMPACTPyKTypa B CbOTBETCTBME C obwonpuetu
MEXAYHApOAHW CTAHAAPTM 3@ yrnpaBneHne Ha MHMOpPMauMOHHATa CUIYPHOCT.
[lOCTaBUMKBT OCUrypsiBa M MpoBeXAaHe Ha  W3NUTBAHMS M MPOBEPKM Ha
TEXHNYECKOTO 060pyaBaHE M TEXHONOrMMTE NOCPEeACTBOM METOAMKA 3a OLeHKa
Ha curypHoctTa, 6a3supaHa Ha pa3paboTeHaTa kbM cTaHgapta ISO Standard
15408 obwa MeToamMKa 3a OLEeHKa Ha CUIYPHOCT.

YnpaBneHMEeTO Ha KOMMIOTbPHUTE CUCTEMU, HA KOWUTO PaboTAT BCUYKM
KPUTUYHM KOMMOHEHTM OT MHMPACTPYKTypaTa Ha [JoCTaBYMKa B ONepaTUBEH U
pe3epBeH LEHTbP, Ca OCUIypeHM 3a 3alluTa Ha AoCTbha A0 codTyepa U
MH(OPMALMOHHUTE [IaHHM Ce W3MbJHSABAT B CbLOTBETCTBME C MONMMTMKATa 3a
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MHOPMALMOHHA CUrYPHOCT Ha [locTaBumKa.

[pyXeCTBOTO € BbBEN0 CUCTEMA 3a YMNpaBfieHWEe CUrypHOCTTa Ha
nHdopMaumaTa ISO/IEC 27001:2013 v ussbpLluBa YNPaBEeHUETO HA CUIYPHOCTTa
Ha NON3BaAHOTO TEXHUYECKO WU TEXHOJIOTNMYHO o6opyuBaHe B CBOATa
NMHPACTPYKTypa B CbOTBETCTBUE CbC CTaHAApTA.

7.6.2. PEUTUHI Ha KOMNIOTbPHATa CUI'YPHOCT

CreneHTa Ha HageXAHOCT Ha mM3non3saHuTe oT [ocTaBymka TEXHUYECKO
obopyaBaHe, TEXHONOMMN U CUCTEMWU MOKPUBA HOPMATUBHUTE M3MCKBAHMA 3a
M3BbpPLIBaHE Ha AENHOCT KaTo [JOCTaBYMK Ha YAOCTOBEPUTENTHW YCIYrn U ce
onpeaenst B CbOTBETCTBME C [lonuTukata 3a MHQOPMaUMOHHA CUIYPHOCT Ha
NHboHoTapu EAL

7.7. TeXHNYEeCKMUAT KOHTPOJ1 Ha YXU3HEH LIMKDbJ

JlOCTaBUYMKBLT OCUrypsiBa Mb/iIEH TEXHUYECKU KOHTPOS BbPXY XXU3HEHUS
LMKbBJT HA CUCTEMUTE, NMOCPEACTBOM KOUTO Ce NPeAoCTaBsAT YA0CTOBEPUTENHUTE
ycnyrv ot [locTaBumKa.

BbB BCMUKKM CTaaum OT U3rpaKaaHETo M eKcrnioataumsaTa Ha CUcTemMuTe
ce cna3eaT npoueaypu W npasuia, ONUCAHM BbB BbTPELHW OOKYMEHTM Ha
[locTaBuuka.

PesyntatuTe OT TeCTOBETE Ce AOKYMEHTUPAT U CbXpaHsBaT B apXuBa Ha
[locTaBuuka.

7.8.KOHTpON Ha CUrYpPHOCTTa Ha MpeXXaTta

[loCcTaBunKbT noaabp>XXa BUCOKO HMBO Ha CUTYPHOCT Ha MpeXaTta CU U
cpeacrtea 3a OTYUTAHE Ha HEMO3BOJ1IEH AOCTbI.

8. KBAJINOULUWUPAHA YOOCTOBEPUTEJIHA YCINYTA NO
YAOCTOBEPSABAHE HA BPEME

JocTaBumkbT  npepoctaBs Ha  AboHatuTe cM ycayrata  no
yOCTOBEpsiBaHe Ha BpeMe, KaTo U3aaBa KBanuduumMpaHu enekTPOHHN BpeMEBU
neyartw.

EnekTpoHHMS BpeMeBM MeyaT ca AaHHW B efIeKTPOHHa ¢opMa, KouTo
CBbP3BAT APYr1 AaHHM B €/IEKTPOHHA (hOpMa C KOHKPETEH MOMEHT BbB BPEMETO
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N NpeacraBngdBat AOKA3aTe/ICTBO, 4Ye nocneaHnTe AaHHM Ca CbLECTBYBA/IN B
CbOTBETHUA MOMEHT.

EnekTpoHHUs BpeMeBM nedyaT u3gageH ot [locTaByvKa yAOCTOBEpsBa
AaTa M Yac Ha npeacTtaBsHE Ha €NeKTPOHEH AOKYMEHT, MOAMUCAH C 4YacTeH
KMtOY, CbOTBETCTBAL, Ha MNyb6AMYHMA KIIKOY, BK/IOYEH B yAOCTOBEpeHue 3a
KBanuduumpaH enekTpoHeH NoAanuc, usgageHo ot JocraBunka. KesanudpuumpaH
efleKTPOHEH BPEMEBW MeyaT ce uM3gasa Ha MU3NYECKM N Ha topuanyeckn nuua,
KOWTO Ca TUTYNSApU UNU Ca AoBepsaBaLla ce CTpaHa.

ﬂeﬁHOCTMTe no yaoCTtoBeEpsdBaHE Ha BpeEME N OCUTYpPABaAHE Ha HE3aBUCUM
M3TOYHWUK Ha BPEMe Ce U3Mb/IHABAT CaMOCTOATENNHO OT [JocTaBuumKa.

CucremaTa Ha [ocTaBumka, ocurypsisalla yAOCTOBEpPSIBaHETO Ha BpeMe
InfoNotary Qualified TimeStamping Service e pa3paboteHa wn ycnyrute ce
npeaocTtaBaT cbrnacHo PernameHT (EC) N2 910/2014 » B Nb/IHO CbOTBETCTBME C
ETSI EN 319 422, ETSI TS 119 421, IETF RFC 3161 n IETF RFC 5816 n ETSI TS
102 023 v.1.2.1 (2003-01) Policy Requirements for time-stamping authorities.

8.1.1.Mpoueanypa no npeaocraBsiHe Ha ycnyrata
yAoCTOBepsiBaHe Ha BpeMe

CuctemaTa Ha [locTaBumka, ocurypsisalla yAOCTOBEPSIBAHETO Ha Bpeme
InfoNotary Qualified TimeStamping Service npuemMa 3asiBku 1 Bpblla OTrOBOPK
BbB ¢opmat, agedpuHmpaH oT RFC 3161 - ,Internet X.509 Public Key
Infrastructure - Time-Stamp Protocol".

N3paBaHuTe KBanuduumMpaHu enekTpoHHU BpeMesu nedatu (time stamp
TOKbHM) ca cbBMecTMMM ¢ RFC 3161. Ycnyrata u3gasa RSA 2048 6utoBM
KpunTupaHu ¢ anroputeM SHA-256 yaoctoBepeHus 3a BpeMe.

B 3asBkaTa € HeobxoaAMMO Aa Ce CbAbpXKa Xell Ha €NEKTPOHHUS MOAMNMUC
Ha [OKYMEHTa, YMEeTO BPEMe Ha MOAMUCBAHE ce YAOCTOBEPsiIBA, M BEpPCUSi Ha
3asBKarTa.

OnumoHanHo MoXe Aa CbAbpXKa M 3asBKa 3a BK/OYBAHE B OTroBOpa Ha
MOANWUCBALLIOTO YAOCTOBEPEHWE 3aefHO C Bepurata OT YAOCTOBEPEHUS Ha
YaocToBepsBalLms OpraH.

3asBKaTa 3a YAOCTOBEpPsIBAHE HA BpeMe MOXe [a Ce reHepupa 4pes
cneumanusvpaH KnneHtckms codptyep Ha “MIHOOHOTAPU” EAL.

KBanuduunmpaHns enekTpoHeH BpemMeBM neuvaT (TOKbH), M34aBaH oOT
[locTaBumKa, 3aBepsiBa TOYHATa AaTa M 4ac, B KOUTO KIIMEHTCKUAT €NEeKTPOHEH
[IOKYMEHT e peructpupaH B TimeStamp cbpBbpa Ha [ocTtaBumnka. U3gageHute
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BpeMeBW neyaTun ce 3anuceaT B perncrbpa Ha [JocTtaByumka.

TOYHOCTTa, C KOATO Ce wu3aaBaT efIeKTPOHEeH BpemMeBM nedat oT
[ocTtaBuuvka, e +/- 500ms (nonosuH cekyHaa) unm no-gobpo cnpsimo UTC.

KBanuduumpaHns enekTpoHeH BpemeBM nedvaT (TOKbH), M3daBaH oOT
JlocTaBuMKa, CbabpXa CnegHUTe eneMeHTu:

» CTaTyC — Uan10 4MCio, MOKasBalwo Janu noarnucBaHETO € MWHanNo
yCreLiHo;

BEPCUS Ha yAOCTOBEPEHMETO 3a BpeMe (Bepcus 1);

X€el-a Ha NoAnuca, KOWTO ce e CbabpXXasn B 3asiBKaTa;
nocrnefoBaTesieH YHUKaNeH CepueH HOMep;

Bpeme Ha noanuceaHe no UTC;

naeHTudnkauma Ha Timestamp ypoctoBeputens — [locTaBumka.

VVVVYVYY

YAocToBepeHUsiTa 3a BpeMe ce MoAnuceaT C  4YacTeH KoY  Ha
[locTaBuMKka, npegHasHayeH CaMO M eAMHCTBEHO 3a Ta3u [AEWHOCT OT
onepatueHus opraH InfoNotary Qualified TimeStamping Service CA.

Onepaunsita No NOANWCBAHE Ha YAOCTOBEpPEHMSITAa 3a BpeMe ce
M3BbPLUBA OT XapAyepeH 3allMTeH MOAYN C BUCOKO HMBO Ha HAAEXAHOCT U
CUrYPHOCT.

Cucremata Ha [loCcTaBuMKa 3a yOOCTOBEpSIBAHE Ha BPEME € MO PexuMm
Ha BUCOK KOHTPOJ1 Ha d)VI3I/I‘-IeCKVI N TEXHONONMMYEH AOCTbIM N CE CbXpPaHsABa B
cneunann3npaHo noMeweHne C KOHTPOJZT Ha [AOoCTblla Ha OTOPU3NpPaHu
CITYXXUTENMWN.

YcnyraTa 3a u3gaBaHe Ha KBanuduunpaHu enekTpoHHU BpEMEBM MneyaTt
€ [OCTbMHA Ha http://ts.infonotary.com/tsa
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8.1.2. He3aBUCUM U3TOYHMK HA TOYHO BpeMe

[locTaBuMKbT onepupa CcobCTBEHa CUCTEMA 3@ OCUrypsiBaHe Ha
He3aBMCMM WM3TOYHMK Ha TouHO BpeMe (Time Sinhronizator), noaabpXxawy
cnefHuTEe NPOTOKON:

NTPv2 (RFC 1119)

NTPv3 (RFC 1305)

NTPv4 (IETF Draft Standard)

SNTP (RFC 2030)

Daytime Protocol (RFC876)

Time Protocol (RFC 868)

SNMPv1 (RFC 1157), SNMPv3 (RFC 3411-3415)

VVVYVYVYYVY

Cuctemata Ce CUMHXpPOHM3Mpa 3@ TOYHOCT nocpeactsoM  GPS,
CUHXpOHM3aums ot Apyrn NTP cbpebpu nnum Dial-up Bpb3ku.

Bcuukn gaHHM 3a TOYHO Bpeme, npedaBaHu OT TimeSinhronisator KbM
TimeStapm cbpBbpa, ca KpUNTUPaHU OT CaMUst CUHXPOHU3ATOpP M 3alUMTEHU OT
MOANMUKALNS U KOMIMPOMETUPaHe.

9. MNpocdunnm Ha TimeStamp

9.1.1. Npocdumn Ha TimeStamp 3asBkaTa

ATpnb6yT CToMHOCT

HTTP Content-Type application/timestamp-query
Bepcus 1 (0x01)

3asBeHa nonuTuka Mpa3Ho nnn 1.3.6.1.4.1.22144.3.4.1

9.1.2. Npocdunn Ha TimeStamp OTrosop

ATpunbyTt CroiiHoCT

HTTP Content-Type application/timestamp-reply
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CraTyc:

granted cbobpasHo RFC 3161;
grantedWithMods CbobpasHo REC 3161,
He Ce Non3sa;
rejection cbobpasHo RFC 3161;
waiting cbobpasHo RFC 3161,

He ce Nnon3ga;

cbobpasHo RFC 3161,

revocationWarning He ce non3Bea:
I

Bb3MOXHM rpeLuku:

BadAlgldentifier;
badRequest;
badDataFormat
timeNotAvailable
cbobpasHo RFC 3161;
unacceptedPolicy

unacceptedExtension

addInfoNotAvailable

systemFailure

Monutuka

1.3.6.1.4.1.22144.3.4.1

Mapkep 3a BpeMe

UTC, TekywoTo BpemMe oT GPS

MNpeumnsHocT

0,5 cekyHau

n3partena

CnncbK € yaocToBepeHuaTa Ha

Coabpka BepuraTa Ha usgatens Ha TSA
YAOCTOBEPEHMETO
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10. KOHTPOJ1 HA OBOPYABAHETO,NMPOLUEAYPUTE WU
YNPABJIEHUETO

10.1. PU3nYeCKn KOHTpO

JlocTaBUMKbT Oocurypsiea hmsmyecka 3aluta U KOHTPOS Ha AOCTbMNa Ao
BCUYKM KPUTMYHM YacTu OT HeroBaTa MHGPACTPYKTYpa, KOUTO Ca Pa3rosioXeHU
B HEMOBW COBCTBEHM, NON3BaHM NOA HAEM WK MO AOrOBOP MOMELLEHMSI.

NHdpacTpykTypaTa Ha YaoctoBepsiBalims opraH Ha [loCcTaBumMka €
nornyeckn n Gu3NYeckn oTaeneHa M He ce non3ea OT Apyrn OTAenu wm
opraHmsaumm Ha [JoctaB4umka.

10.1.1. Pa3nono)xeHue n KOHCTPYKLUUA Ha NOMeLleHUsATa

MNoMelleHnsaTa, B KOMTO Ca PasnofOXEHU KPUTUYHUTE KOMMOHEHTU Ha
cucremMata Ca cneumanHo TMpoeEKTUpaHn, KOHCTPyUpaHu WU OGOpY,D,BaHM 3a
CbXpPaHEHME Ha BELWU U MHCl)OpMaLl,VIFl B yCnoBudaTa Ha CTpPOr nponycKaTtesneH
peXnUM Ha AOCTbI.

10.1.2. dusnyeckmn 4oCToN

JlOCTaBUMKa OCUTYpsIBA BUCOK KOHTPOS Ha [A0CTbMa A0 BCUYKM CBOU
MOMELLEHMS U MHDOPMALIMOHHU PECYPCH, YpEe3 AEHOHOLIHA huM3nyecka oXpaHa,
CUCTEMM 3@ ENIEeKTPOHHOMPOMNYCKATENeH KOHTPOM Ha [AOCTbMa, CUCTEMM 3a
BUAEOHABNIOAEHNE, CUTHANHO-U3BECTUTENHN CUCTEMM U Ap.

I'Ipouep,yleTe 3a KOHTPOJ1 Ha A0CTbMa, KaKTO U CUCTEMUTE 3a KOHTPOJI
Ha d)VI3VIl-leCKVIFI Aoctbn — Ha6mo,qu|/|e, nponyckBaHe N CUrHaiHO U3BECTABAHE,
noanexxat Ha nepunoanyeH n MHUMAEHTEH OANT U KOHTPOJ.

JlocTbn A0 onpedeneHn MOMeWEeHNs U MHGOPMaLMOHHU pecypcu Ha
JloCcTaBYMKa MMaT CaMO OBNACTEHUTE SMUA OT MNepcoHana Ha [locTaBuMKa,
KOMTO CTpPOro craseaT W cneaBaT pa3paboTeHn BLTPELNHWM Mpoueaypu 3a
nepcoHndukaums, Bepudukaums U AOKYMEHTMPAHE Ha AOCTbMA.

10.1.3. EnekTpuuyecko 3axpaHBaHe U KJIMMaTU4YHU
ycnosus

[locTaBuMKa ocurypsiBa €efeKTPpUYeCcKOTO 3axXpaHBaHe Ha US/I0TO

obopyaBaHe OT MWHdpacTpykTypaTa Ha [ocTaBuvMka fAa € 3aliMTeHo OT
NPEKbCBAHE HA 3aXPaHBAHETO C [OMb/IHUTENIHO OCUIYPEHO 3axpaHBaHe OT
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Ay6nvMpaHn U3TOYHULM.

JlocTaBuMKa CMasBa BCUYKN M3UCKBAHWUSA OT CTPaHa Ha MpoM3BOAUTENNUTE
Ha TEXHWYECKOTO CM 0bBopyaBaHE MO OTHOLIEHWE Ha YCNoBUATA 33
CbXPaHEHWETO W €eKCrnoaTauusaTa My M OCUIypsiBa CPEACTBa 3a KOHTPON W
noaAabpXXaHe Ha HeobXxoaMMUTE KIMMATUUYHU YCIOBUS.

AHTEHHMTE cucTemMn, nons3eaHM oOT [locTaBuMKa, ca CcHabaeHn n
3dlNTEHN CbC CUCTEMA 3a 3dllUNTa OT CBPbXHAlpPEXEHNE.

10.1.4. HaBogHeHue

[loCTaBUMKbLT ocurypsiea cucteMa 3a HabnogeHMe n mn3BecTsiBaHe npu
HaBOAHEHNE Ha NMOMELLEHUATA CH.

10.1.5. NMpoTBONOXXapHO U3BECTABaHe U 3allUTa

[loCTaBUMKBLT OCurypsiBa cpeicTsa 3a MPOTUBOMOXAPHO U3BECTSBAHE U
CUCTEMa 3a 3alliuTa MNMpu noxkap B NOMELLEHUATa CH.

10.1.6. CpeacrBa 3a CbXxpaHeHMe Ha AaHHU

JOCTaBUMKBLT MON3Ba CUIypHM CpPeAcTBa 3a (DU3NYECKO CbXpaHeHWe Ha
AaHHU U KOHbUAEHUMaNHA MHdopMaums, KaTo celidoBe U MeTanHu Wwkadose ¢
pa3fiMyHa CTEenNeH Ha 3aluTa.

10.1.7. N3BexxaaHe OT ynoTpeba Ha TeXHUYECKHU
KOMMOHEHTH

[loCTaBUMKbLT OCUrypsiBa MEpKU 3a CUIYpHOTO M3BexzaaHe OT ynotpeba
Ha TEeXHWYEeCKM KOMMOHEHTU W HOCUTENM Ha [aHHUM W KOHdUAeHUManHa
nHgopMaums.

10.1.8. Ay6bnupaHe Ha KOMIMOHEHTH

JdoctaBunkbT  aybnvMpa  BCMYKM  KPUTUYHM  KOMMOHEHTM  OT
MH@paCcTpyKTypaTa Ha YOoCToBepsiBaMs OpraH, KakTo M CpeacTBa 3a
HabniogeHnMss M aBTOMATUYHO MOAMEHS KPUTUYHUTE  KOMMOHEHTU MpwU
HeobxoAnMOCT.

Crp. 310739
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10.2. NMpoueaypeH KOHTPOn

[locTaBumkbT cbbntogaBa B CBOSITA AEMHOCT MOSIMTUKA Ha yrnpaBfeHne U
Ha ynpaBfieHWe Ha nepcoHana, ocurypsisawia Heobxoaumata rapaHumsl 3a
[IOBEPEHOCT M CTabUNHOCT MNpU U3Mb/HEHME HA BCUMYKM MOETU OT Hero
3a4b/DKEHUST M KOMMETEHTHOCT 3a W3BbpLIBAHE Ha [AENMHOCTTa Ha
KeanuduumnpaH [ocCTaBuMK Ha YAOCTOBEPUTENHW YCIYrM B CbOTBETCTBME C
nanckeanmaTa Ha PernameHt (EC) 910/2014 » npuaoXUMOTO HAUMOHAMHO
3aKOHOAATENCTBO.

Onucanute B InfoNotary Qualified CPS npoueaypu, CBbp3aHu C
AEVHOCTTA Ha YpaocToBepsiBalmMs opraH Ha [locTaBuMka, Ce M3MbAHSBAT B
CbOTBETCTBUE C pa3paboTeHn BbTPELIHM NpaBuna n JOKYMeHTU Ha [locTaByuka.

Bcnuky nuua ot nepcoHana Ha [loctaBuvka nMoAnmMcBaT Aeknapaumns 3a
nvncata Ha KOHMMKT Ha WMHTepecK, cna3BaHe Ha KOH(MMAEHUMANHOCT Ha
MHMOPMaLMATA U 3alMTa Ha JIMYHUTE OAHHW.

JlO0CTaBUMKBT OCUrypsiBa ABOEH KOHTPOS 3@ BCUYKN KPUTUYHWU DYHKUUN
Ha YAocToBepsABalLnS OpraH.

3a onpeaenexHu AeNHOCTH [OCTaBUMKLT MOXe [a MNON3Ba M BbHLUHU
nuda.

10.2.1. ANBXKHOCTU U DYyHKLUMMU
J10CTaBYMKbBT MMa Ha pasnosioxeHne Heobxoammma 6poi kKBanuduumpaH

nepcoHan, KOWTO BbB BCEKM MOMEHT OT OCbLIECTBSIBAHETO Ha HerosaTa
AEVHOCT Aa ocurypsiea U3NbJIHEHUETO Ha 3ab/DKEHUATA MY.

10.2.2. Bpoi Ha cny)XxuTenuTte 3a onpeaesieHa 3agava
Onpegenennte  3agaun, CBbp3aHM C  (PYHKUMOHMPAHETO  Ha

YaocToBepsiBalumsa opraH Ha [JocTaBYMKa Ce M3BbPLUBAT MOHE OT ABE /iMua OT
rnepcoHana.

10.2.3. Naentupmkauma m aBTeHTUPUKaLMA 3a BCAKA
ANbXHOCT

[loCTaBUMKbLT € pa3pa60TV|n OMBXHOCTHU XapaKTEPUCTUKN 3a BCAKa €4Ha
OT ANBXHOCTUTE Ha NeEpCOHaa Cu.
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10.2.4. U3nckBaHuA 3a pa3aensiHe Ha OTFTOBOPHOCTUTE
npu otaenHute PyHKUUU

AnbxHocTuTe no T.10.2.1 ce M3nb/HaBaT OT pas/vYHM A OT NepcoHasna Ha

JlocTaBuuka.

10.3. KoHTpon Ha nepcoHana, kBannpukauma m
obyueHue

TexHnyecknsT nepcoHan Ha [locTaBuMka € BHUMMAaTENHO noadpaH wu
npuTexasa NpodecMoHasiHn No3HaHUs B cnegHuTe obnacrtu:

» TEexXHONMOrMM 3a CUIYPHOCT, Kpuntorpadus, WHMpacTpykTypa Ha
ny6anyHmn kntovose (PKI);

TEXHUYECKM HOPMM 3@ OLeHKa Ha CUrypHOCTTa;

NH(OPMALMOHHN CUCTEMU;

aAMUHUCTPUpPaHe Ha ronemu 6a3n aaHHu;

MpEeXX0Ba CUIyPHOCT;

OOUTWHI U Ap.

VVVVY

JlOCTaBUMKbLT M3BbLPLUBA MPOBEPKA HA ObAELMUTE CU CAYXUTENN Bb3
OCHOBa HA WM3[a[IEHN CMPaBKW OT KOMMETEHTHU OpraHu, TPETU CTPaHu WIu
AeKnapaumm.

[10CTaBYMKbT ocurypsiea 0by4yeHune Ha CBOS NEPCOHarn 3a U3Mb/IHEHNE Ha
AeVHOCTUTE M (PyHKUMUTE B YAOCTOBepsBalns M Peructpupalms opraH Ha
[loctaBumka.

[loCTaBUMKBLT ocurypsisa nepumoanyHO OMnpecHSBALLO o6y'~|eHme, 3a Aa
Cb3Aae HENPEKbCBAEMOCT M aAKTYaA/IHOCT Ha MNO3HAHUATA HA MEpPCOHaNa U

npoueaypuTe.

J10CTaBUYMKbBT CaHKLMOHMPaA NepcoHana Cu 3a HeOTOpU3MpaHU AEUCTBUS,
Herno3BOoJSIEHO MOJI3BaHE HAa CNYXXebHO NOoMoXeHWe U HEMO3BOJSIEHO U3MOM3BaHe
Ha cuctemMuTe Ha [locTaBunka.

10.3.1. N3nckBaHna KbM HE3aBMCMMMU [OCTaBUYULIM

HesaBucMMnTe goctaBuMum, nonseaHu oT [ocTaByMka, cnassaT CbluMTe
npasuna v npoueaypn Ha [locTaBuMKka, BK/IKOUYMTENIHO M 3@ 3aliMTa Ha
KOH(UAeHUnanHata uHpOpMauus M JNIMYHU [OaHHM KAKTO MNepCoHaNbT Ha
JlocTaBuuka.
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10.3.2. [lokyMeHTauus, npeaocTaBeHa Ha Cny)XXuTenurte

JloCcTaBUYMKbT NpefoCTaBs AOKYMEHTauusi — npouesypyv W npaeBuia Ha
nepcoHana Ha YAocToBepsiBallMsi OpraH M Ha PerucTpupawimns opraH, 3a
MbpPBOHAYa/IHO 06y4YeHMe, NoBMLLABaHE Ha KBanuduKaumsita u apyru.

10.4. Mpoueaypu nNo U3roTesiHe U NnoaAbpXKaHe Ha
XXYpPHan Ha AaHHU OT NPOBEpPKU

MpoueaypuTe MO W3roTBSIHE M MOAABPXXAHE HA XXYPHan Ha AaHHM OT
NMPOBEPKM BK/IIOYBA [AOKYMEHTMPAHE Ha CbOUTUS W  OOKYMEHTMpaHE Ha
MPOBEPKN HAa CUCTEMWUTE, UMIMIEMEHTMPAHW 3a LENMTE Ha MoAAbpXKaHe Ha
3almMTeHa cpeda. [OCTaBUYMKBLT 3anmMcBa BCUYKM  CbOWUTMSI, CBbP3aHU C
AENHOCTUTE Ha YAO0CTOBEPSIBALLUMS OpraH, BKIOYBALLM, HO HE OrpaHUYEHN CaMo
Ao:

“3[aBaHe Ha YOOCTOBEPEHNE;
NOANUCBaHE Ha YAOCTOBEPEHME;

npekpaTsBaHe Ha YAOCTOBEPEHUE;

CNMpaHe Ha YA0CTOBEPEHME;

ny6nvKyBaHe Ha YAOCTOBEPEHUE;

ny6nvkyBaHe Ha CrMCbK Ha CNPEHNUTE M NPEKPATEHN YIOCTOBEPEHMSI.

VVVYVY

3anucuTe cbabpXKaT cneaHaTa MHd)OpMaLI,VIﬂ:

VILleHTVI(bVIKaLI,MFI Ha ornepauusaTa,

AaTa N 4Yac Ha onepauudTa,

VILleHTVI(bVIKaLI,MFI Ha yAOCTOBEPEHUETO, 3aMECEHO B OonepauunsaTa,
I/I,Cl,eHTVI(bI/IKaLWIFI Ha TMLUETO, U3BBPLUKNJIO onepauunsiTa,
NpenpaTka KbM 3adBKaTa 3a onepauundrta.

VVVYY

[loCTaBUMKbLT 3anmncBa BCUYKM CbOUTUS, CBBP3aHU C ekcrnsioataumnsaTa Ha
XapayepHuTe 1 codpTyepHuTe nnaTtdopMu, KakTo cneasa:

» TPV MHCTanMpaHe Ha HOB W/WNK AONbAHUTENEH codTyep;

» Npu CNUpaHe U CTapTUpaHe Ha CUCTEMUTE U NPUNOXEHUATA B THX;

» NpuV yCrnewHn N HeycnewHu onuTU 3a CTapTUpaHe Ha M AO0CTbN A0
codTyepHuTe PKI KOMNOHEHTUN Ha CUCTEMUTE;

> NpU CUCTEMHU COPTYEPHU U XapAyepPHU CPUBOBE Ha CUCTEMUTE U Ap.;

» Npu ynpasfeHWe 1 Non3BaHe Ha XapAyepHUTE KpUnToMoAay .

CbxpaHsiBaT Ce M 3anMcu  3a OEeNCTBUSITa, M3BbpLUEHW  OT
PerncrpupawmTe opraHu no perucrtpaumss Ha A6oHaTW, maeHTUdMKaums Ha
Tutynsipn, Cb3gatenu Ha nevaty u ap. CbxpaHsiBaT Ce 3anucy, Cb3AageHu oT
KOMYHWKaLMOHHUTE YCTPONCTBa Ha [locTaBuumKa.

3anucuTe ce Cb3gaBaT aBTOMATUYHO M Ce CbXpPaHABAT HA AUCKPETHU
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MHTEpBaNM 3a pasnnyHuTe Moaynu. OTopuaMpaH nepcoHan Ha [ocTaByMKa Ha
PErynsipH/ WMHTEpBanM MNpoBepsiBa 3anucuTe W JIOroBeTe M YCTaHOBSIBA U
panopTyBa 3a aHOMasIM.

3anucuTe 1 NoroBeTe ce CbXpaHsBaT 3a nepuoa ot 10 (aeceT) roamtu.,

Bcuukm 3anmcm u noroBe, KOUTO Ce reHepupaT OT KOMIMOHEHTUTE B
yAOCTOBEpUTENHATa MH(PPACTPYKTYpPa, CE CbXPaHABAT eEKTPOHHO. EAMHCTBEHO
KBannduumMpaHn OBIacTEHN NiMLa OT NepcoHana Ha [JocTaBuMka MMaT nNpaBo Ha
AOCTbMN 1 paboTa € Te3un 3annucu 1 1oroee.

Pe3epBHM KOMUS Ha 3anuMcuTe M NOroBeTe Ce Cb3haBaT Ha AUCKPETHU
MHTEPBA/IN OT HAKOJZIKO YaCa A0 €AHO AEHOHOWWE 3a pas/iMvyHUTE MOoAayJin.
Pe3epBHUTE KOMWA Ce 3anucBaT Ha CbVI3VI‘-IeCKVI HOCUTENIN N CE CbXpaHsABaT B
noMeLlleHne € BUCOKO HMBO Ha 3alllTa Ha KOHTPOJ1a Ha AOCTbIla.

10.5. ApxuB

[lO0CTaBUMKBLT CbXpPaHsBa KaTO BbTPELUEH apXuB ClieqHUTE LOKYMEHTW:

» BCUYKM M3JafeHn yaoCToBepeHus 3a nepuog MuHuMyM ot 10 (aeceT)
rOAVHW cneq U3TuyaHe nepuoaa Ha BasMAHOCT Ha YAOCTOBEPEHUE;

> BCMYKM 3anncy 1 Noroee, CBbp3aHn C U3AaBAHETO Ha YAOCTOBEPEHME,
3a nepuoa mMmHmMmym oT 10 (meceT) roavHuM cnep wu3gaBaHe Ha
YAOCTOBEpPEHUE;

» BCMYKM 3anNnucM W NOroBe, CBbp3aHWM C MpeKkpaTsBaHeTO Ha
yOoCcToBepeHue, 3a nepuvog MuHumym oT 10 (geceT) roauHu cnepg
NpeKpaTsBaHEeTO Ha YAOCTOBEPEHUE;

» COUCbUMUTE HA CNpeHuUTe U MNpeKpaTeHW YAOCTOBEpPEHUs 3a nepuoa
MUHUMYM OT 10 (geceT) roavHW cnea npekpaTsBaHe WM U3TUYaHe
nepuoga Ha BannAHOCT Ha YAOCTOBEPEHMUE;

» BCUMYKM [OOKYMEHTW, CBbp3aHM C U34AaBAHETO W YMpaB/ieHUETO Ha
yaocToBepeHusita (MCKaHusl, [AOKYMEHTM 3a wuaeHTudukaumss u
aBTeHTU(dMKauusl, OOorosopu W ap.), 3a nepuoa MuHMMYM oT 10
(pecet) roavHu cneg  wM3TMYaHe nMepuoda  Ha  BalMAHOCT  Ha
yAOCTOBEpEHME.

JlocTaBUMKBLT CbXpaHsiBa apxvBa BbB ¢GoOpMaT, Bb3MOXEH 3a
Bb3CTaHOBsIBaHE. [JOCTaBUMKbT OCUrypsiBa LIENOCTTA Ha HDU3NYECKUTE HOCUTENN
M OCbLLECTBSIBA MEXAHN3bM 3a KOMMPAHETO MM KaTo NpeBeHUMsl Ha 3arybaTta Ha
AaHHW. APXMBbLT € A0CTbMEH CaMO OT OTOPM3MPaH NMepcoHan Ha [locTaBumka U
PerncrpupalumTe opraHu, ako € Heobxoammo.

JOCTaBUMKBLT CbXpaHsiBa apXMB Ha YAOCTOBEPEHUATA, [AHHUTE OT
NPOBEPKM, MHbOPMALMATA, CBbp3aHa C UCKAHETO 3a M3[aBaHe W yrpaB/ieHue
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Ha YAOCTOBEpPEHWs, JIOrOBE, 3anMMCM W [AOKYMEHTauusi, noarnoMaraiia
YAOCTOBEPUTENTHUTE YCIYIU.

JloCcTaBuMKbT CbXpaHsiBa apxmBa 3a cpok oT 10 (pecet) roamHu. Cnep
M3TU4YaHe Ha TO3U Nepuod, apXuBMpaHuTe AaHHM MoraT Aa 6bAaaT YHULLOXEHM.

O6e3neyaBaHETO HA CUIYPHOCTTA Ha apXMBa BKJIOYBA:

> CaMo MepCcoHanbT, OTOpU3MpaH Aa BOAW apXuBa, [a MMa AOCTbN [0
HEro;

> 3aliMTa OT MoAU(PUKALMA HA apxMBa, KaTo 3anMMCBAHETO Ha AaHHUTE
BbpXY CPEACTBa 32 €AHOKPATEH 3anuc;

> 3alliMTa OT U3TPMBAHE HA apXu1Ba;

> 3alUMTa 33 CUFYPHO YHULLOXXABAHE HA HOCUTENIMTE, HA KOUTO apXMBbLT
e 6un 3anucaH, cnea M3MbJAHEHWE Ha AEUCTBME MO NEPUOANYHO
NPexBbp/isHE Ha AaHHWUTE Ha HOB HOCUTEN.

BpeMeTo Ha Cb3gaBaHETO HA OTAENHW 3annucu UM AOKYMEHTUM OT
cucTteMuTe Ha [locTaBumKa ce yaoCToBepsiBa NOCpPeacTBOM 3aBepKa Ha AaTaTa U
yaca Ha Cb34aBaHETO M MNOAMNMCBAHETO MM rnocpeacTsoM TimeStamp cbpBbpa
Ha [locTaBumka.

ApxuBHaTa MHdOPMaLUsi ce CbXpaHsiBa B MOMELLEHME C BMCOKa CTeneH
Ha u3nYecka 3aWmMTa M NpU  YCNIoBWS, MO3BOMsSIBaWM 6e30MacHOTO U
Ab/ITOCPOYHO CbXPaHEHME Ha XapTWEHW, MAarHUTHW, OMNTUYHM W [ApYyrU
HOcMTeNn. ApxvMBHaTa WHQOpMaumMsi, KoATo e nybnuyHa, ce nybnukyBa U e
AOCTbMHA B My6NMYHNTE €NEeKTPOHHM PErnMcTpy Ha [loCTaBuMKa B YETUM BUA.

10.6. KoMnpoMeTupaHe Ha K/1l0OUOBe U
Bb3CTaHOBsiBaHe cnepn 6eacTBuA U HenpeaBUAEHM Cllyyam

3a fJa noaabpXa HEenpekbCBaeMOCTTa M LENIOCTTa Ha ycnyrute cu,
[lOCTaBUMKBLT BHEApsiBa, [AOKYMEHTMpPA M NEpUOAMYHO TECTBa MOAXOASILUM
N1aHoOBE W Mpouedypy 3a HenpeaBuaeHyW crlyyau UM Bb3CTAHOBsIBaHe cref
6eacTeus. [oCTaBUMKBT nonara Heo6XoaAMMUTE YCUMSl Aa FapaHTMpa Mb/HO U
aBTOMaTMYHO Bb30OHOBSIBAHE Ha yC/lyruTe cu B Cly4yail Ha 6eacTBME, CPUMBOBE
B KOMMIOTbpPHUTE pecypcu, B codTyepa unm B uHdopMaumsita. MNpuopuTeTHO
JlOCTaBUMKBT OCUrypsiBa Bb3CTAHOBSIBAHETO Ha MOAABPXKAHETO M My6ANYHUS
AOCTbM [0 perucTbpa Ha YAOCTOBEPEHUSTA WM CMUCbKA Ha CrpeHuTe U
NpeKpaTeHn YAOCTOBEPEHMUS.

B cnyyaii Ha KOMNPOMETUPAHE Ha YacTHUS KoY Ha YA0CTOBEpABALLMS
opraH Ha [locTaBuMKa ce npeanpuemMarT cnefHUTe AeNCTBUS:

> YOOCTOBEPEHMETO 3a €fIeKTPOHHMS noanuc Ha JlocTaBumka ce
npekpaTtssa He3abaBHo;
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» yBegoMsiBa ce Hap3opHus opraH  3a NpekpaTsBaHeTO  Ha
YpaoctoBepeHMeTo Ha [locTaBuuKa;

> yBegoMsiBaT ce noTpedbutennte Ha yAOCTOBEPUTENHUTE YCIYrn Ha
[loctaBumka, ype3 nybnmkyBaHe Ha MHMOpMauus Ha NybnnyHus cant
M MO eNeKTPOHHa nowla;

» YpoctosepsiBaWMAT opraH Ha [locTtaBuymKka ce cnvpa;

> WHMUMMpaA Cce npoueaypa MO TreHepupaHe Ha HOBa [ABOVKa
KpUATOrpadCcKn KI4oBe;

» u3naBa Ce HOBO YAOCTOBEpPEHWE 3a €e/IeKTPOHHUA noannc  Ha
[loctaBuuKa;

» BCUYKM M30a4EHU M BanuMAHW yOOCTOBEPEHMS Npean KOMMpoMeTUpaHe
Ha K/Io4a ce npensaasar.

B CﬂyanI Ha KOMMpoOMeTnpaHe Ha 4YaCTHUA KIHoY Ha Cb3gatens Ha nevar,
CbLUMAT e 3aabihkeH He3abaBHO aa yBeaomMmun ﬂ,OCTaB‘-II/IK'bT 3a MHnMUnmnpaHe Ha

npoueaypa no npekpardaBaHe Ha AencTeawo yaoocTtoBepeHne.

10.6.1. NencrBue npu 6eacTBmsA N aBapum

ApXMBHUTE AaHHMW, CbAbpXaliM MHMOPMaUMS 3a UCKaHMS 3a U3[aBaHe,
yrnpasfieHne n npekpaTsaBaHe Ha YAOCTOBEPEHUS, KaKTO U 3anucuTe Ha BCUYKM
nsgageHn yanoctoBepeHunst B 6asaTta [aHHW, ce CbxpaHaBaT Ha 6e3onacHo u
HageXAHO MSACTO U Ce AOCTbMHM OT OTOPU3MPAHU CNYXUTENn Ha [JocTaBuMKa B
cnyyan Ha 6eactBue wnu aBapuvsl. 3a aBapuiHW AenucTBus [locTaByMka MMa
paspaboteH "lnaH 3a AencTBMe NPV HenpeaBuaeHW CuTyaumu", KOMTO ce
npoBepsiBa BeAHBLX MOANLLHO.

Lianata nHdopmauma B cnyyain Ha nospeda wnm kpaxba Ha xapayep,
copTyep ¥ / VAN JaHHU Ce npefaBa Ha aAMMHUCTpATopa MO CUrYpPHOCTTA,
KOMTO fAeicTBa B CbOTBETCTBME C BbTPEWHUTE npoueaypu. B cnydyal Ha
noBpega B xapayepa, codTyepa wnm AaHHuTe, [1OCTaBUYMKBLT YyBEAOMSIBa
notpebutennte, BbB3CTAHOBSIBA KOMMOHEHTUTE Ha WHPPACTpyKTypaTa W
Bb30OHOBSIB@ MPUOPUTETHO AOCTbMA A0 NYyONMYHUS PEermcTbp M CNMUCbKa C
npekpaTeHn u crnpeHn yaoctoeepenns (CRL). 3a TakvmBa Cnyvan AOCTaBUYMKBLT €
pa3pabotun "lNnaH 3a ynpaeneHne Ha vHuMaeHTn". [JOCTaBYMKbT MMa MNaH 3a
yrpaBneHne Ha  BCMYKM  MHUMAEHTW, KOWUTO  3acaraT  HOPMasnHOTO
(PYHKUMOHMpPaHe Ha yAOoCToBepUTeNnHaTa CUM UHGPpacTpykTypa. To3u nfaH e B
CbOTBETCTBME C [lnaHa 3a HenpekbCHAaTOCT Ha 6usHeca u [lnaHa 3a
Bb3CTaHOBsIBaHe cnea 6eacTBus U aBapuw.
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10.7. Mpoueaypmn No npekpaTaBaHe AeMHOCTTA Ha
AocTtaBumnka

[JeViHocTTa Ha [ocTaBuMka ce npekpaTsaBa MO peda Ha AEWCTBALLOTO
HALUMOHANHO 3aKOHOAATeNCTBO. [lpM NpekpaTsBAaHETO Ha AEMHOCTTa Cu
JlocTaBuMKbT yBeaoMaBa Haa3opHMst opraH 3a HAMEPEHMETO CU HE MO-KbCHO OT
4 mMeceua Npean aataTa Ha NpekpaTsiBaHe M Aany LWe OCbLIECTBU NPEXBbPIISHE
Ha OEWHOCTTAa CM KbM ApYr AOCTaBuMK. [OCTaBYMKBLT yBeaomsiBa Haa3opHus
OpraH B C/lydai Ha UCK 3a 0bsiBABaHe Ha ApY>XeCTBOTO B HECbCTOSATENHOCT, 3a
06siBsABaHE Ha APY)XECTBOTO 33 HEAEWCTBUTENTHO WM 3a APYro WCKaHe 3a
npekpaTsBaHe WK 3a 3ano4YBaHe Ha npoueaypa no nukeuaaums. JocTaBUMKbT
nosiara BCUYKU YCUNNUS U TPUXKK, 33 [a NPOABL/KU AENCTBUETO Ha U3AAAEHUTE
OT HEero YyAOCTOBEPEHMSI 4pe3 TMPEexXBbpAsSHETO WM KbM  Ae1cTBall
KBanuduuMpaH A0CTaBUYMK Ha KBanMOULUMPAHU YAOCTOBEPUTENHMN YCITYTW.

JlocTaBuUMKbT yBeAoOMsiBa NMMCMEHO Haas3opHust opraH v noTpebutenute
Aann AenHoCTTa Ha [locTaBuMka ce noema OT Apyr KBanuduumpaH AOCTaBUMK
Hal-KbCHO KbM MOMEHTa Ha MpeKkpaTsiBaHe Ha AeMHOCTTa cu. YBeAOMIIeHue ce
nybnukyBa 1 B MHTEPHET MopTana Ha [locTaBuMka U Cbabpxa M MHGopMaums
3a MMETO M AaHHUTE 3a KOHTAKT Ha [locTaBuMKa NPUEMHUK.

JOCTaBUMKBLT YyBeAoMsiBa MNOTPEOUTENUTE CUM OTHOCHO YC/IOBMSITA MO
NnoaApbXXKa Ha NPEexXBbP/IEHUTE TEXHW YAOCTOBEPEHMSI KbM [lOCTaBYMKa
NPUEMHUK. [JOCTaBUMKBLT HAANEXHO NpeaaBa LsnaTta AoKyMeHTaumsl, CBbp3aHa
C OeVHOCTTa My, Ha npueMallmsl [O0CTaBuMK BEAHO C BCUYKM apXWMBW, KAKTO U
BCMYKWN U3aAEHN YOOCTOBEPEHUS (BaNIMHWU, NPEKPATEHN U CNIPEHN).

B cnyyan, ye [JoCTaBUMKBT He ycriee Aa MpexBbpn AENHOCTTa CU Ha
ApYyr  KBanuduumMpaH  OOCTaBYMK, TOM nNpekpaTsaBa AEUCTBMETO  Ha
YAOCTOBEPEHUATA Ha YAOCTOBEPSABALUMTE CU OPraHW, Ha BCUYKWU M3AaAeHU OT
HEro YAOCTOBEPEHWS M CbXpaHsiBa UsnaTa [AOKYMEHTauusi, CBbp3aHa C
AEVHOCTT@ My, BEOHO C BCMYKM apXMBM WM BCUYKM M3OaAEHW YAOCTOBEPEHMS
(BanuaHn, NnpekpaTeHn 1 CnpeHn), 3a cpok oT 10 roamHu.

Ako 6bae oTHeT KBanudUUMpaHus  CTaTyT Ha  [loCTaBuMKa,
nHdopMaLmaTa 3a ToBa Tpsibea Aa 6bae NpegageHa No enekTpoHeH MbT UK B
nMcMeHa ¢opMa Ha npuTexaTtenuTe Ha  BaivMaHW  KBanuduumpaHu
YAOCTOBEPEHUS], HA TpPeTUTe CTpaHu, AOBEpsiBallM Ce Ha YAOCTOBEpUTENHU
YyCIyrmu u Ha cybekTn, KOMTO MMaT CKIYMAN OOroBOpu, MPSKO CBbpP3aHu C
NpeaoCTaBSAHETO Ha KBanuduuupaHuTe yaoCTOBEPUTENTHU YCITYTU.

NHpopmauma 3a ToBa wWwe 6bae nybnukyBaHa Ha yeb CTpaHuuaTa Ha
[octaBunka Ha agpec: http: www.infonotary.com, we 6bae noctaBeHa Ha
BMAHO MSICTO M BbB BCUYKM PErMCTPALMOHHN odurcn mnn we 6bae nybnmnkysaHa
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MO APYr HAyuH, MOCOYEH B MPWIOXMMOTO HAUMOHANHO 3aKOHOAATENCTBO.
MHdopMauma e BKAOYBA W M3SIBIEHME, B KOETO Ce [MOCo4YBa, Y€
KBannMUMpaHUTE yOOCTOBEPEHMS, M3daAeHn oT [oCTaBuMKa, Beye He MoraT
Aa Ce wu3Mnon3BaT B CbOTBETCTBME C pa3nopeabute Ha NPUIOXKUMOTO
3aKOHOAATENCTBO.

11. APYIr BUSHEC U NMPABHU YCNOBUA

11.1. LleHn 1 Takcm

[ocTaBunKbT onpegens ueHn U aboHaMeHTHUM TakCu 3a Mosi3BaHe Ha
NpeaoCcTaBssHUTE OT Hero KeanuduuUpaHu YAOOCTOBEpPUTENHU YCIYTM U
nybnvkyea B Tapuda 3a nNpeaocTaBsHe Ha KBanudUUUPaHU yaAOCTOBEPUTENHM
ycnyrn  (Tapuda,  Tapudata), nybnuyHo  AOCTbNHa  Ha  ajpec:
http://www.infonotary.com/.

[loCTaBuYMKBLT CU 3ana3Ba MpaBoTO Aa MPOMEHS eAHOCTpaHHO TapudaTta
MO BCAKO BpeMe OT AEWCTBMETO Ha AO0roBopa, KaTo MpoMeHuTe ce ogobpsisaT
oT CbBeTa Ha aupektopute Ha “MHOOHOTAPU” EAL n ce nybnukysBaT U ca
nyénnyHo goctounHm Ha URL agpec: http://www.infonotary.com/.

JlocTaBumKkbT yBeaoMsiBa AGOHATUTE MHAMBMAYANHO WNM C ¢akTa Ha
nybnukyBaHe Ha npoMeHuTe. [pOMeHuTe BAM3AT B CWla U MMaT AEUCTBUE
cnpsimo ABoHaTa OT AeHs, cneaBall YBeAOMSIBAHETO MM NybnvkaumsTa.

lMpoMeHnTEe mnmart D,EVICTBVIE 3a B bbAelle n He 3acaraT Bede MnaaTeHu
aBaHCOBO €HOKpaTHU W aboHaMeHTHU TaKCWU, npeaxoXxpawiy BJIM3AHETO B
Chna Ha npoMgdaHarta.
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